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Abstract

Unclonable cryptography is concerned with leveraging the no-cloning principle to build cryptographic
primitives that are otherwise impossible to achieve classically. Understanding the feasibility of unclonable
encryption, one of the key unclonable primitives, satisfying indistinguishability security in the plain model
has been a major open question in the area. So far, the existing constructions of unclonable encryption
are either in the quantum random oracle model or are based on new conjectures.

We present a new approach to unclonable encryption via a reduction to a novel question about
nonlocal quantum state discrimination: how well can non-communicating — but entangled — players
distinguish between different distributions over quantum states? We call this task simultaneous state
indistinguishability. Our main technical result is showing that the players cannot distinguish between
each player receiving independently-chosen Haar random states versus all players receiving the same Haar
random state.

We leverage this result to present the first construction of unclonable encryption satisfying indistin-
guishability security, with quantum decryption keys, in the plain model. We also show other implications
to single-decryptor encryption and leakage-resilient secret sharing.

*prabhanjan@cs.ucsb.edu
Tkaleoglu@ucsb.edu
thyuen@cs.columbia.edu



Contents

1 Introduction

1.1 Technical Overview . . . . . . . . . . .
1.1.1 Simultaneous Haar Indistinguishability . . . . . . .. ... ... ... ... ...
1.1.2  Applications . . . . . . . ..

2 Notation and Preliminaries

3 Simultaneous State Indistinguishability

3.1 Definitions . . . . . . . oL
3.2 Distinguishing Bell-States . . . . . . . . . . . e
3.3 Impossibility Results about SST . . . . . . . . . . . . .
4 Simultaneous Haar Indistinguishability
4.1 Single-Copy Case . . . . . . o o
4.2 Generalization to Many Copies . . . . . . . . .. L e
4.3 Comparison to Non-Haar Distributions . . . . . . . . . .. . . ... ... . ... ........
4.4 Lower Bound . . . . . . . e
5 Applications
5.1 Single-Decryptor Encryption with Quantum Cipertexts . . . . . .. .. ... ... ... ...
5.1.1 Definitions . . . . . . oL e
5.1.2 Construction . . . . . . . . ..
5.1.3  Security Proof . . . . ..
5.2 Unclonable Encryption with Quantum Keys . . . . . . . . . ... ... ... ... ... ..
5.2.1 Definitions . . . . . . .
5.2.2 Construction . . . . . . . . . e
5.3 Secret Sharing . . . . . . .. e
5.3.1 Construction . . . . . . . .
5.3.2  Correctness and SECTECY . . . . . . . v v vt
5.3.3 Classical Leakage Resilience. . . . . . . . . . . ... ... .

A Additional Proofs
A.1 Proof of Simultaneous Quantum Goldreich-Levin . . . . . . . .. ... ... ... ... ...,

Nl o e VY]



1 Introduction

Quantum state discrimination [Hel69] is a foundational concept with applications to quantum information
theory, learning theory and cryptography. In a state discrimination task, a party receives p, from an ensemble
{pz}zcx and has to determine which state it received. A compelling variant of this problem is concerned with
the multi-party setting where there are two or more parties and each party receives a disjoint subset of qubits
of p;. This multi-party variant of state discrimination has also garnered interest from quantum information-
theorists focused on the LOCC (local operations and classical communication) model and quantum data
hiding [PW91, BBC"93, DLT02, CLM " 14]. Understanding the multi-party state discrimination problem in
turn sheds light on the difficulty of simulating global measurements using local measurements [RW12].

An important aspect to consider when formulating the multi-party state discrimination problem is the
resources shared between the different parties. If we allow the parties to share entanglement and also
communicate with each other then this is equivalent to the original state discrimination task (against a
single party) due to teleportation. Thus, in order for the multi-party setting to be distinct from the single-
party setting, we need to disallow either shared entanglement or classical communication. This results in
two different settings:

e PARTIES WITHOUT SHARED ENTANGLEMENT: In this setting, the parties are allowed to communicate
using classical channels but they cannot share entanglement. The extensive research on quantum data
hiding and LOCC [DLT02, GB02, HLS05, MWWO09, PNC14, BDF*T99, CLMO13, CH14, CLM*14,
HBABI19, Nat05] are mainly concerned with this setting.

e PARTIES WITH SHARED ENTANGLEMENT: In this setting, the parties are allowed to share entanglement
but they cannot communicate. On the contrary, this setting is relatively unexplored with the notable
exception being the recent works of [MOST21, EFHO™22|. There are good reasons to study multi-
party state discrimination with shared entanglement. Firstly, it can be viewed as a subclass of semi-
quantum games [Busl2], which are non-local games with quantum questions and classical answers.
Secondly, it has connections to unclonable cryptography [Wie83, Aar09], an emerging area in quantum
cryptography, as discussed in [MOST21].

Our Work. We focus on the setting when the parties share entanglement but are not allowed to commu-
nicate. We introduce a new concept called simultaneous state indistinguishability (SSI). In the two-party
version of the problem, we have two parties (say, Bob and Charlie) who receive as input one of two bipartite
states {po, p1} and they are supposed to distinguish. The first half of p, is given to Bob and the second half
is given to Charlie for b € {0, 1}.

We say that pg and p; are e-simultaneous state indistinguishable if the probability that Bob and Charlie
can simultaneously distinguish is at most e. That is, dtv (x,2') < €, where dtv (+,-) denotes the total
variation distance, x = (xp,x¢) + (Bob, Charlie)(pg) denotes the random variable corresponding to the
joint outputs of Bob and Charlie given input pg, and similarly z’ = (2’3, ) < (Bob, Charlie)(p1) denotes
the random variable corresponding to their joint outputs when given input p;.

This is related to a recent concept introduced by [MOST21] who considered the unpredictability (search)
version of this problem whereas we are interested in indistinguishability. Looking ahead, for applications, it
turns out that the indistinguishability notion is more amenable to carrying out proofs (e.g. in the security of
unclonable encryption) compared to the unpredictability definition considered by [MOST21]|. This is largely
due to the fact that our notion is more compatible with the hybrid technique.

An interesting special case of simultaneous-state-indistinguishability is when Bob and Charlie either
receive copies of the same state [¢)) drawn from some distribution D or receive i.i.d. samples from D, i.e.

po= E w@t ® w@t vs. p1 = E ¢B®t ® w@t.
|)~D [¥B).lbe)~D “
Observe that if Bob and Charlie were allowed to make global entangled measurements then they can indeed
distinguish by performing swap tests. However, it is not clear these two situations are distinguishable using
local measurements, even with preshared entanglement between Bob and Charlie.



We study simultaneous state indistinguishability in the case that each party receives (copies of) a state
drawn from the Haar measure.! Specifically, we consider the following definition:

(d,t,e)-Simultaneous Haar Indistinguishability: We say that (d, ¢, £)-simultaneous Haar in-
distinguishability holds if any two non-communicating and entangled adversaries Bob and Charlie
can distinguish the following distributions with probability at most &:

e Bob and Charlie each receive t copies of |1), where |¢) is a d-dimensional Haar state,

e Bob receives t copies of 1)) and Charlie receives t copies of |pc), where |[¢p) , |¢) are i.i.d
d-dimensional Haar states.

In the default setting, both Bob and Charlie each output 1 bit. We also consider the setting when they
output multiple bits.

Variants of this problem have been studied in different contexts before. Independently, two works, namely,
Harrow [Har23] and Chen, Cotler, Huang and Li [CCHL21] showed (for the case when t = 1) that Bob and
Charlie fail, except with probability negligible in the dimension d, in the above distinguishing experiment
as long as they don’t share any entanglement. In fact, Harrow’s result proves something stronger: the
indistinguishability holds even if the two parties exchange classical information (i.e., LOCC setting). Both
works discuss the applications of this problem to well studied topics such as multiparty data hiding, local
purity testing and separations between quantum and classical memory. Neither of the works [Har23, CCHL21]
addresses the setting when Bob and Charlie can share an arbitrary amount of entanglement.

Main Result. We show the following:

Theorem 1 (Informal). For any d,t € N, (d,t,e)-Simultaneous Haar indistinguishability holds for ¢ =
t2
o)
Our result complements the works of [Har23, CCHL21]| by showing that it is not possible to distinguish i.i.d
versus identical Haar states either using the entanglement resource or using classical communication.
In the case when ¢ = 1, we show that (d, 1, €)-simultaneous Haar indistinguishability does not hold for
e =0 (é), which suggests that the above bound cannot be improved significantly. Perhaps surprisingly,
our attack even holds in the setting when Bob and Charlie do not share any entanglement. This further

indicates that for the problem of simultaneous Haar indistinguishability, the gap between the optimal success
probabilities in the entangled and the unentangled cases is small.

Applications. Besides being a natural problem, simultaneous Haar indistinguishability has applications
to unclonable cryptography [Wie83, Aar09, Zhal9, BL20, ALP21, CMP20, CLLZ21, CG23]. This is an area
of quantum cryptography that leverages the no-cloning principle of quantum mechanics to design crypto-
graphic notions for tasks that are impossible to achieve classically.

UNCLONABLE ENCRYPTION: Unclonable encryption is an encryption scheme with quantum ciphertexts that
are unclonable. It was first introduced by Broadbent and Lord [BL20] and is now considered a fundamental
notion in unclonable cryptography. There are two security notions of unclonable encryption, namely search
and indistinguishability security, studied in the literature. The search security stipulates that any cloning
adversary? after receiving a ciphertext of randomly chosen message m should not be able to guess m except
with probability negligible in |m|. In the challenge phase, the cloning adversary receives as input (k, k),

IThe Haar measure over states is the unique measure where for all fixed unitaries U, if |¢) is Haar-distributed then so is
U [).

2A cloning adversary is a tri-partite adversary (A, B,C). A receives as input an unclonable state and produces a bipartite
state given to B and C who are not allowed to communicate. Then, in the challenge phase, the cloning adversary receives as
input (chg,chc) and then gives chg to B and che to C. Finally, B and C output their respective answers. Refer to [AKL23]| for
an abstract modeling of unclonable security notions.



where k is the decryption key. The indistinguishability security imposes a stronger guarantee that any
cloning adversary after receiving encryption of my, for a randomly chosen bit b and adversarially chosen
message pair (mg,m1), cannot predict b except with probability negligibly close to %

While we have long known that search security is feasible [BL20], establishing indistinguishability security
has remained an important and intriguing open problem. Unclonable encryption satisfying indistinguishabil-
ity is achievable in the quantum random oracle model [AKL ™22, AKL23] or in the plain model (i.e., without
oracles) based on new unproven conjectures [AB23]. Various generic transformations are also known that
convert one-time unclonable encryption to the public-key variant [AK21] or those that convert unclonable
encryption for one-bit messages to multi-bit messages [HKNY23]. Given that unclonable-indistinguishable
encryption has interesting applications to copy-protection [AK21, CG24], it is important we completely settle
its feasibility in the plain model. Perhaps embarassingly, we do not how to establish feasibility in the plain
model even under strong assumptions such as indistinguishability obfuscation [BGIT01, GGH"16]!

We consider the notion of unclonable encryption, where the decryption keys are allowed to be quantum
keys. This only affects the challenge phase of the security experiment, where the cloning adversary now
receives as input many copies® of the quantum decryption key.

We show the following:

Theorem 2 (Informal). There is an unclonable encryption scheme, with quantum decryption keys, satisfying
indistinguishability security in the plain model.

Ours is the first work to show that unclonable-indistinguishable encryption exists in the plain model albeit
with quantum decryption keys. We note that this relaxation (i.e. decryption keys being quantum states)
does not have a significant effect on the essence of unclonable encryption. A potential approach to transform
this scheme into another scheme where the decryption keys are binary strings is to generate the decryption
key to be an obfuscation of the setup algorithm that produces decryption keys. It is an intriguing prob-
lem to formalize the requirements of the underlying quantum obfuscation scheme. At the bare minimum,
we require that the quantum obfuscation scheme satisfies the property that the obfuscated program can
be represented as a binary string. While achieving quantum obfuscation has been a difficult open prob-
lem [BK21, BM22, BKNY23|, obfuscating special classes of quantum algorithms (those that capture the
setup algorithm of Theorem 2) could be relatively more tractable.

Our scheme supports one-bit messages and is one-time secure. It is an interesting future direction to
extend the works of [AK21] and [HKNY23] to generically achieve unclonable encryption with quantum de-
cryption keys in the public-key setting and for longer messages.

SINGLE-DECRYPTOR ENCRYPTION: Single-decryptor encryption [GZ20] is a sister notion of unclonable en-
cryption, where instead of requiring the ciphertexts to be unclonable, we instead require the decryption keys
to be unclonable. Constructions of single-decryptor encryption in different settings are known from a variety
of assumptions [GZ20, CLLZ21, AKL23, KN23|. There are two important security notions considered in the
literature. In the independent setting, in the challenge phase, the cloning adversary gets two independently
generated ciphertexts while in the identical setting, it gets copies of the same ciphertext. All the known
constructions of single-decryptor encryption [CLLZ21, AKL23, KN23| are in the independent setting and
specifically, there are no known constructions in the identical setting. This should not be surprising in light
of [GZ20] who showed the equivalence between single-decryptor encryption with identical ciphertexts and
unclonable encryption, which suggests the difficulty in achieving the identical ciphertext setting.
We prove the following.

Theorem 3 (Informal). There is a single-decryptor encryption scheme, with quantum ciphertexts, satisfying
identical indistinguishability security.

Ours is the first work to demonstrate the feasibility of single-decryptor encryption in the identical-challenge
setting, albeit with quantum ciphertexts.

3We consider a security notion where the adversary receives at most t copies of the quantum decryption key and ¢ is fixed
ahead of time.



In addition to its applications to unclonable cryptography, simultaneous Haar indistinguishability can be
used to construct leakage-resilient secret sharing.

LEAKAGE-RESILIENT SECRET SHARING: Leakage-resilient cryptography [KR19] is an area of cryptography
that is concerned with the goal of building cryptographic primitives that are resilient to side-channel attacks.
We are interested in designing secret sharing schemes that are leakage resilient. In a leakage-resilient secret
sharing scheme, a leakage function is applied on each share and we require the guarantee that all the leakages
put together are not sufficient enough to compromise the security of the secret sharing scheme. Leakage-
resilient secret sharing is a well studied topic [GK18, SV19, ADN*19, CGGT20, BDIR21] with applications
to leakage-resilient secure multi-party computation [BDIR21].

We consider a notion of leakage-resilient secret sharing, where we allow the parties holding the shares
to be entangled with each other. We now require the guarantee that security should still hold even if each
share is individually leaked. Moreover, we consider a relaxed requirement where the shares are allowed to
be quantum. Just like the works in the classical setting, we consider the bounded leakage model. That is,
if the number of qubits of each share is m then we allow for some || fraction of bits of leakage from each
share, where ¢ is some constant and n is the number of parties?.

We show the following:

Theorem 4 (Informal). There is a 2-out-n leakage-resilient secret sharing scheme with the following prop-
erties: (a) the shares are quantum, (b) the number of bits of leakage on each share is [<™ |, where c is
some constant and the size of each share is m qubits, and (c) the parties can share arbitrary amount of

entanglement.

In fact, our construction satisfies a stronger security guarantee where the adversary can receive p(n) number
of copies of its share, where p(-) is an arbitrary polynomial.

A recent interesting work by [CGLZR23| also considers leakage-resilient secret sharing schemes with
quantum shares. However, there are notable differences. Firstly, they consider the setting when there can be
unbounded amount of classical bits of leakage from each quantum share whereas we consider bounded leakage.
On the other hand, we allow the parties to be entangled whereas they mainly focus on the LOCC setting. In
fact, they show that it is not possible to achieve unbounded amount of leakage in the shared entanglement
setting even with two parties; this is the reason we focus on the setting of bounded leakage. However, there
seems to be a large gap between the amount of leakage leveraged in the impossibility result in [CGLZR23]°
and the leakage that we tolerate in our feasibility result. It is an interesting problem to close the gap.
Finally, we allow each party to get arbitrary polynomially many copies of its share whereas [CGLZR23]
doesn’t satisfy this guarantee.

1.1 Technical Overview
1.1.1 Simultaneous Haar Indistinguishability

We formally define the notion of simultaneous state indistinguishability (SSI), of which simultaneous Haar
indistinguishability is a special case. We consider a non-local distinguisher (Bob, Charlie, p) where Bob and
Charlie are spatially separated quantum parties who share an entangled state p. Given two distributions
D1, Dy over bipartite states, we can write the distinguishing advantage of (Bob, Charlie, p) as dtv (z, '),
where z = (zp,z¢) is the random variable corresponding to the output of Bob and Charlie when they get
as input p ® ¢ where |¢)) is sampled from D;. Here, a2 refers to Bob’s output and z¢ refers to Charlie’s
output. Similarly, ' = (2’3, 2() is the random variable corresponding to Bob and Charlie’s outputs when
they receive p ® ¢’ where [¢’) is sampled from Ds.

For fixed D;1,D> we can ask the question: What is the maximal distinguishing advantage if Bob and
Charlie are restricted to output n classical bits?. We first limit our attention to a special case of this problem
such that n =1 as well as:

4We set m > n.
5Their impossibility result seems to require O(2™) bits of total leakage from all the parties.



1. Dy outputs two identical Haar random states |¢) @ |1)).
2. D5 outputs two independent Haar random states [¥g) ® |¢¢).

In both D; and Ds, the first half of the state will be given to Bob and the second half will be given to
Charlie. Note that if we restrict our attention to Bob (or Charlie) alone, then the two cases are perfectly
indistinguishable. Therefore, Bob and Charlie need to work collectively in order to achieve a non-trivial
distinguishing advantage.

For now assume that the pre-shared entanglement consists of some arbitrary number (r) of EPR pairs,
denoted by |EPR)®". Let M and N be the measurements (formally POVM elements) applied by Bob and
Charlie, respectively. It is without loss of generality to assume that M and N are projective. In this case,
we can write the distinguishing advantage of Bob and Charlie as

®r —
Tr [(M ® N) {EPR ® (g)w ®y— E dp ®¢C> H .

The second expectation equals the maximally mixed state (id ® id)/d?, where d is the dimension of the
Haar random states. The first expectation equals the maximally mixed state over the symmetric subspace?,
which is O(1/d) close to (id ® id + F)/d?, where F is the operator that swaps two registers. Hence, we can
approximate the advantage as

1 ®
yoall (M @ N){EPR®" @ F}].
We examine this expression in terms of tensor network diagrams’ [Pen71|. Up to normalization, the effect
of the EPR pairs (followed by trace) is to connect the entangled registers of M and N in reverse (i.e. after
partially transposing one of the projectors), whereas the effect of F' (followed by trace) is to connect the
registers of M and N containing the Haar states. Overall, we observe that the expression above equals

1 T
ST [M-NTT] 1)
where T p denotes the partial transpose operation. Notice that this is the Hilber-Schmidt inner-product of
M and N "7, hence by Cauchy-Schwarz we can bound it by

1 . 1 1 — 1
ﬁHMHz'HN PHQZﬁHMHz'HNHzSWVZTd'VQ =2

where we used the fact that || M H; equals the rank of M. Together with the previous approximation error
we had, this gives us a bound of O(1/d).

This bound is in fact tight, which can be seen by a simple attack where Bob and Charlie measure and
output the first qubit of their input state. Moreover, this attack is unentangled, leading to the interesting
conclusion that entangled attacks are no more powerful than unentangled attacks.

The Case of Many Copies. Now we generalize our argument to the case when Bob and Charlie each get
t copies of their input. Similar to the ¢ = 1 case, we can write the projection onto the symmetric subspace
over t registers as

1
t__
=52 P
o€St

where P, is a register-wise permutation operator. Using this identity for Bob’s and Charlie’s registers alike,
the independent case yields a sum of terms of the form P,, ® P,,. On the other hand, the identical case

6See [Har13] for an introduction to the symmetric subspace.
7See [Mel24] for an introduction to tensor network diagrams.



will give us a sum of P, for o € Sz;. We can match the coefficients up to O(t?/d) error, and thus we can
approximate the advantage as

1 o
i Tr (M@N){EPR © > P,,} :
o€S3,

where S35, is the set of permutations over 2t registers that cannot be expressed as a product of two permuta-
tions over t registers. A natural idea would be to bound this expression separately for each P, but it would
yield a factor of poly(t!) which blows up very fast. Our idea instead is to group permutations based on how

far they are from a product permutation. In more detail, we define Séi) as the set of permutations ¢ which
obeys the identity

Pa:(Pcrl ®P02)P0 (P03®P04)

s

for some permutations o1, 09, 03,04 over t registers, where oy is a fixed permutation that swaps t of Bob’s
registers with ¢ of Charlie’s registers. Indeed, Séf) is the set of permutations o that make s swaps across
Bob’s and Charlie’s registers. Moreover, by a combinatorial argument, we can compute the average of P,
by averaging the identity above over 01,09, 03,04, so that

S P C. (W o T) Py (T 0TI,
UGSé‘Z)

where C is a constant that depends on s,t, and II%, II%, are projections onto the symmetric subspace over
Bob’s and Charlie’s t registers, respectively. Using the generalization of eq. (1) we show that

2

1 QT 3 —s

Tt (M®N){EPR © > Pg} g(s) sld—,
aeSéi)

and summing this over s = 1,2, ..., gives us a bound of O(t?/d). Keep in mind that s = 0 is excluded from
the sum because it corresponds to product permutations.

The Case of General Entanglement. Now suppose the entangled state |2) shared between Bob and
Charlie is arbitrary. Intuitively, we don’t expect this relaxation to help the adversary a lot since the number
of EPR pairs above was unbounded, yet it requires a proof to show this. Recall that |Q) can be written as

) =3 VA i v

for some choice of bases (u;), (v;) for the registers of Bob and Charlie, known as the Schmidt decomposition.
An equivalent way to write this is®

Q) = (62 ® V) |[EPR®")

for some density matrix o, unitary V, and integer r. The unitary V can be safely ignored by changing the
basis of Charlie’s projection N. Using the cyclicity of trace we can absorb ¢'/2 in M and get a similar
expression for the distinguishing advantage as the maximally entangled state, where M is replaced with
(0'? @id)M (c'/? ®id) /2", with d’ being the dimension of Bob’s share of the entangled state. Following the
same analysis as the EPR case results in a bound that scales with v/d’. In order to get a bound that does not
depend on the amount of entanglement we perform a more refined and involved analysis coupled with a more
careful application of Cauchy-Schwarz, which yields a bound of O(t?/v/d) on the distinguishing advantage.
An interesting open question is whether the gap between the EPR and non-EPR cases is inherent.

8Here we are implicitly assuming that the dimensions of Bob and Charlie’s registers both equal the same power of 2. This
is merely for convenience and does not affect the analysis.



1.1.2 Applications

Unclonable Encryption. The search (weak) security of unclonable encryption (UE) was known since its
formal introduction [BL20], yet strong (CPA-style/indistinguishability) security has been an open problem.
There are fundamental reasons why this problem has been difficult, including the following:

1. Because the adversary learns the secret key in the challenge phase of the unclonable security experiment,
it is hard to leverage traditional cryptographic tools — wherein revealing the secret key tantamounts to
the compromise of security — in the construction of unclonable encryption.

2. There is a lack of straightforward equivalence between unpredictability and indistinguishability in the
unclonability setting. The former is used to define CPA-style security and is not transitive, hence
unfriendly to hybrid arguments.

3. Due to the simultaneous nature of the security experiment, extraction techniques that work for a single
party often fail against two or more entangled parties.

To elaborate on the third bullet further, one can hope to deploy classical techniques for search-to-decision
reductions in this setting. For instance, it has been shown that random oracles can be used to go from weak
security to strong security in UE [AKLT22, AKL23|. In the plain model, a common classical tool is the
Goldreich-Levin extraction technique [GL89], using which one can try the following folklore construction of
UE:

1. The key consists of (k,r), where k is a key for a weakly secure UE scheme and r € {0,1}" is a random
string.

2. To encrypt a single-bit message m € {0,1}, sample a random message x € {0,1}", then output
encryption of x using k, as well as (r,z) ® m.

3. To decrypt, first use k to recover = using the decryption procedure of the weakly secure UE scheme
and then recover m.

To prove unclonable security of this construction, one needs the identical-challenge version of simultaneous
Goldreich-Levin, where Bob and Charlie will get the same r as challenge. This is unknown even though the
independent-challenge version is known [KT22, AKL23].

Our main insight is to make the string r in the key come in superposition, i.e. from a quantum state
> a, |r). Intuitively, if Bob and Charlie were to measure r in the computational basis, then they would
effectively receive independent values of r, meaning that we can hope to use independent-challenge Goldreich-
Levin. Accordingly, we look for a state Y «, |r) such that (1) Bob and Charlie cannot simultaneously
distinguish whether or not this state has been measured in the computational basis, and (2) the computational
basis measurement results in a uniform value of 7.

Perhaps the most natural candidate for this task is to pick a Haar random state. This allows us to apply
our simultaneous Haar indistinguishability result. Nonetheless, there still remain some technical challenges
in the application of this concept. To begin with, we need to adapt the construction slightly to incorporate
the newly acquired quantumness of . Our solution is as follows:

1. The key is partially quantum:

e The (classical) encryption key consists of (k,z,b), where z is a random message and b € {0,1} is
a single-bit one-time-pad.

e The (quantum) decryption key consists of k and a state > a. |r) [{(r,z) & b), where > . |r) is a
Haar random state.

2. To encrypt a single-bit message m € {0, 1}, output encryption of 2 using k, as well as b®m.

3. To decrypt, first use k to recover z, then coherently recover b followed by m.



Using the simultaneous Haar indistinguishability, we can show that our construction is secure via the hybrid
method. Note that we can do this because our notion of simultaneous-state-indistinguishability is strong
enough that it is amenable to the use of hybrids.

In more detail, we reach an indistinguishable hybrid experiment where the Bob and Charlie get keys

which use independently generated Haar random states. Equivalently, Bob gets (r, (r,z) @ b) and Charlie
gets (r', (r', ) 695) for independent 7, 1’.

Next, we move to a hybrid which is the weak security (i.e. search security) experiment of the underlying
unclonable encryption scheme, so that Bob and Charlie need to output x each given the key k. Unfortunately,
even though r and 7’ are independent in the previous hybrid, independent-challenge simultaneous Goldreich-
Levin [KT22, AKL23] is insufficient due to the correlation between the bits b = (r,z) ©b and V' = (', z) ® b,
namely b @ b = (r,z) @ (r',z). To overcome this issue, we prove exactly what we need, which we call
correlated simultaneous quantum Goldreich-Levin® '° (Lemma 18), which can be summarized as follows:

CORRELATED GOLDREICH-LEVIN: Suppose that Bob is given input (r,b) and Charlie is given
input (', "), where r, 7’ are independent strings and b, b’ are uniform bits satisfying the correlation
bab = (r,z)® (r',z). If (Bob, Charlie) can output ((r,z), (r’,z)) with probability 1/2+ 1/poly,
then there is an extractor (ExtBob, ExtCharlie) that extracts (z,z) from (Bob, Charlie) with
probability 1/poly.

To prove this lemma we first tackle the correlation between b and &'. Consider Bob who takes as input r,

samples b himself uniformly, and runs Bob on input (r,b) to obtain bg; similarly consider Charlie who takes
r’ as input, samples b’ and runs Charlie on input (r/,b’) to obtain bo. Now that the input bits b0’ are

uncorrelated, (]g(\)i), Charlie), who output (bg, bc), are expected to have worse success probability than (Bob,

Charlie). However, we can in turn relax the success criterion for (BT%, Charlie) to merely output bits (bg, bc)
that satisfy bg ® be = (r,z) @ (r',z) in order to counteract this lack of correlation. In other words, now

(I§ovb7 C/hEEe) are additionally allowed to be both incorrect. Indeed, we show that the success probability of

(I§J)7 Charlie) in this case is at least that of (Bob, Charlie), i.e. 1/2+ 1/poly. To show this fact, we define E
as the event that b b = (r,x) @ (', z). Conditioned on E, Bob and Charlie will output ({r,z), (r',x)) with
probability 1/2 + 1/poly by our assumption. In addition, the event E is independent of Bob’s (or Charlie’s)
marginal output due to the fact that the players’ correlation satisfies no-signalling. To see this, notice that
the bits b and b’ can each independently control the event E. We utilize this important observation to show
the desired result. Another way to interpret this reduction is as follows: the correlation that (Bob, Charlie)

require in order to output ({r,x), (r’,z)) appears as a correlation in the output of (B—a), Charlie), who take
uncorrelated bits as input.

After this reduction, it seems that we still cannot use the original independent-challenge simultaneous
Goldreich-Levin because of the relaxed success criterion above. Luckily, by examining the proof of [AKL23|
we see that this condition is sufficient without additional work for the existence of (ExtBob, ExtCharlie)
who can extract (x,z) simultaneously.

Many-Copy Security. For t-copy security, where Bob and Charlie get ¢ copies of the decryption key in
the unclonable security experiment, we need ¢ to be at most linear in n, for otherwise Bob and Charlie can
learn x using Gaussian elimination. In the proof, we similarly reach a hybrid where the Haar random states
given to Bob and Charlie are independent. Then, we need an extra step where we switch to a hybrid in which
Bob gets as input (r;, (r;, z) @ b) for independent samples r1,...,r; (instead of (r1,...,r:) being generated
from ¢ copies of a Haar random state) and similarly Charlie gets (%, (r}, x) EBE) for independently generated
r1,...,r;. We show that the success probability of Bob and Charlie does not decrease from this change. To

9As a side note, this lemma resolves an open question in [KT22], implying that their construction achieves a more desirable
notion of security.
10Previously, the work of [AB23] explicitly stated the correlated Goldreich-Levin problem over large finite fields as a conjecture.
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show this, we argue that that given (r;, (r;,2) @ b) Bob can prepare

_ Rt
(Z ar|r) |(r, ) @ b>>

where [¢) = Y o, |r) is a Haar random state. In the expression above, |r) corresponds to the register
that holds Goldreich-Levin samples, which are generated from ¢ copies of a Haar random state rather than
t independent samples. Recall that ©®* can be written as a random vector in the type_basis. Using this
fact, Bob can coherently apply a random permutation o € S; to the values |r;, (r;, ) @ b), after which he
can uncompute the permutation o. We can argue similarly for Charlie, since their inputs originate from
independent Haar distributions. This argument in fact requires the strings r; to be distinct, which fortunately
holds with high probability by the birthday bound. _

Note that the input above given to Bob can be thought of as (r, (r, ) ©b) alongside ¢t — 1 random samples
of (r;, (r;,x)). In the final step, we apply our correlated Goldreich-Levin result in the presence of this extra
information to reach the search security experiment for the weakly secure UE scheme. In this experiment,
the extra information can be guessed by Bob and Charlie, hence if ¢ is bounded by a linear function of n the
security still holds.

Single-Decryptor Encryption. Single-decryptor encryption is a primitive that closely resembles unclon-
able encryption. It is an encryption scheme in which the decryption key is unclonable. In the security
experiment, Alice tries to clone a quantum decryption key and split it between Bob and Charlie, who then
try to decrypt a ciphertext they receive using their shares of the key. Depending on the correlation of these
ciphertexts, one can define identical-challenge or independent-challenge security. We adapt our construc-
tion of unclonable encryption with quantum decryption keys to construct single-decryptor encryption with
quantum ciphertexts. Our construction can be summarized as follows:

1. The encryption key consists of a key k as well as a random message x for a weakly secure UE scheme.
The quantum decryption key contains k and encryption of x using k.

2. To encrypt a one-bit message m, output k as well as > «, |r) |{r,z) & m), where > a, |r) is a Haar
random state.

3. To decrypt, first recover x and then coherently compute m.

We can show that this construction is secure if Bob and Charlie are given t copies of the same ciphertext
for t = O(|x|). The proof is nearly identical to the security proof of our UE construction above. For more
clear exposition, in the technical sections we first present our construction of single-decryptor encryption
(Section 5.1), followed by that of unclonable encryption (Section 5.2).

Classical-Leakage-Resilient Secret-Sharing. As another application of simultaneous Haar indistin-
guishability, we construct a 2-out-of-n quantum secret-sharing scheme for a single-bit classical message. The
construction is as follows:

1. The shares of bit b = 0 are identical Haar random states |¢)) and the shares of b = 1 are independent
Haar random states |1;). In addition, we give ¢ copies of their share to all parties 1,2,...,n.

2. Any two parties 7, j can recover the message by applying t SWAP tests between their secrets. If m = 0,
then all the tests will succeed. On the other hand, if m = 1, then with high probability the independent
Haar random states held by 4 and j will be almost orthogonal, therefore the number of SWAP tests
that pass will be concentrated near ¢/2 by a Chernoff bound.

Formally, we show that m remains hidden in the presence of /-bits of classical leakage from each party. This
amounts to showing a many-party and many-bit generalization of simultaneous Haar indistinguishability
(SHI), that is, either all parties get (copies of ) the same Haar random state or they get (copies of) independent

11



Haar random states. Firstly, we go from 1-bit SHI to ¢-bit SHI for 2 parties. This can be achieved by a union
bound, which incurs a multiplicative loss of 22¢ in security. And then we show an equivalence between SHI
in the cases of (1) 2 parties each getting O(nt) copies and (2) O(n) parties each getting ¢ copies. This can be
seen as distributing a fixed number of Haar random states among more parties. In the proof we use O(logn)
hybrids, doubling the number of parties at each hybrid. We show by an additional hybrid argument that we
incur a multiplicative loss of O(1) at each step, hence a multiplicative loss of O(n) in total after O(logn)
steps. Putting everything together, we show that we can allow £ = O(logd/n) bits of leakage from each
party, where log d is the number of qubits of each copy of a share. The number of copies (t) given to each
party can be an arbitrary polynomial, which lets us amplify the correctness of the scheme. An interesting
open question is to get rid of the exponential dependence on the number of bits leaked (¢n), which would
imply that our construction tolerates unbounded polynomial leakage.

2 Notation and Preliminaries

Notation. We write log := log, to denote the natural logarithm. We write [n] := {1,...,n}. We use
the notation (-,-) : {0,1}" x {0,1}" — {0, 1} to denote the inner product over F3, i.e. for classical strings
z,y € {0,1}" we have (z,y) := > | z;y; (mod 2). We denote the set of d-dimensional pure quantum states
by S(C?) := {|p) € C? : (Y[¢) = 1}. We sometimes write ) := [1)(¢)| for simplicity. For a complex matrix
(or operator) A, we write AT to denote its transpose and A to denote its entry-wise complex conjugation,
both with respect to the computational basis.

Total Variation Distance. For random variables x,z’ over a set X, their total variation distance is
defined as

AN _ / 71 _ /
dTV(x,x).nga))((Pr[IGS] Prz 65]72;{|Pr[x65] Priz’ € 5]|.

Quantum Computing. Quantum registers are denoted using the font X. The dimension of the Hilbert
space associated with X is denoted by dim(XX'). A quantum polynomial-time (QPT) algorithm .4 is one which
applies a sequence of polynomially many basic operations (universal quantum gate, qubit measurement,
initializing qubit to |0)).

A pseudo-deterministic quantum algorithm .4 takes as input a quantum state |1) and classical randomness
r. It always outputs the same quantum state |p) for fixed (|¢), 7).

Haar Measure. We denote by %, the unitary group over C?. J# (%) denotes the unique Haar measure
over %, and % denotes the uniform spherical measure induced by (%) on C?. States sampled from /%
are referred to as Haar random states.

Non-Local Adversaries. A non-local adversary is a tuple A = (B,C,ppc), where B, C are physically
separated quantum parties and ppc is a bipartite state shared between them. In addition, A takes as input
a bipartite state (o), simultaneously computes B on registers B, B’ and computes C on registers C', C".
Furthermore, we say that A is efficient if B and C are quantum polynomial-time (QPT) algorithms. If part
of the input o/ ¢ is classical, we write o5/ = (2,2, 07%,,), where z is given to B and 2’ is given to C.

Below we list a slightly stronger version of the Simultaneous Quantum Goldreich-Levin lemma proved
in [AKL23]. The proof given in [AKL23] works as is for the statement below, but we rewrite it in full in
Appendix A for the sake of completeness.

Lemma 5 (Simultaneous Quantum Goldreich-Levin). Let x € {0,1}" be a random variable. Suppose a
non-local adversary A = (B,C,p) given input (r,7’,c), where r,r’ € {0,1}" are i.i.d. uniform strings, can
output bits (b,b") satisfying b @b = (r,x) & (r',x) with probability at least 1/2 + . Then, there exists a
non-local (extractor) adversary A’ = (B',C’, p) which can output (z,x) with probability poly(e) given input
o. Furthermore, B' and C' run B and C as subprotocols once, respectively.

12



A g-party non-local adversary A = (Ai, ..., Aq, p) is defined similarly, where p is a quantum state shared
across Ay, ..., Aq. A 2-party non-local adversary is simply a non-local adversary.

A cloning adversary is defined similarly to a non-local adversary, with an additional splitting algorithm
at the start. Formally, it is a tuple (A, B,C) of quantum algorithms, where .4 (on behalf of (A, B,C)) takes
as input a quantum state p and outputs a bipartite state ppc. (B,C, psc) then acts as a non-local adversary,
taking an additional bipartite state o/ (referred to as the challenge) as input.

Matrix Norms. The Frobenius norm, or the Hilbert-Schmidt norm of a complex matrix A = (A’i:j)ij is
defined as 7

1/2

1Al == [ DAl | =1/Tr(Af4).
i

- ||2 is induced by the Hilbert-Schmidt inner-product, defined as
[l y D ;
(A, B)us := 1/ Tr(ATB).

The Loewner order is a partial order over matrices, where X <Y if and only if Y — X is positive semidefinite.
For X,Y >0, we have Tr(XY) = Tr(Y'/2XY/2) > 0, which implies the following lemma.

Lemma 6. Let 0 < M < N be operators over XY, then ||Try M|y < || Try N|,.

Proof. 0 < Try M < Try' N, hence || Try M||3 = Tr (Try M)? < Tr (Try M) (Try N) < Tr (Try N)? = || Try N||2.
O

The operator norm of a matrix A, denoted by [|A[,,, is defined as the largest singular value of A.

Symmetric Subspace. Let A,,..., A; be quantum registers where each A, corresponds to a copy of ce.
We define the symmetric subspace over Aq,..., A; as

Ssym(A1 ... A;) :==span {|w>®t c ) e (Cd} .

Below we list some well-known properties of symmetric subspaces!!. We have

d+t—1>

dimSSym(Al...A,)—( .

The expectation of ¢ copies of a Haar state is maximally mixed in the symmetric subspace, i.e.

w@t _ HSym(x"lj B 4'1f) . HSym(Il'l L 111)

ety dimSym(Ay L A) (L

(2)

where IIsym(A: ... A;) denotes the projector onto Sgym (A1 ... A;).
We will denote the symmetric group over t elements by S;. For a permutation ¢ € S; and ¢ quantum
registers of equal dimension, we define the (register-wise) permutation operator P, : H®* — H® as

P, = Z |To(1)s - Toq)) (T1- .. T4

L1y Tt

We have the following useful identity:

1'We refer the reader to [Har13] for a detailed discussion of symmetric subspaces.

13



Lemma 7.
1
HSym(;‘ll e ;‘1/) == E Z Po'7
€S
where P, permutes Ay,..., A,.

Given a maximally mixed state over the symmetric subspace, performing a partial trace leaves the state
maximally mixed over the symmetric subspace on the remaining registers. Formally, we have the following
lemma.

Lemma 8. Let dim(A;) =d fori € [t], then
Msym (A1 ... Ay) _ Msym( A1 ... Ay)

(") (27

Tra.,..a

Proof. By eq. (2) and linearity of expectation, we have

sym( A1 ... A)

(d+t—1) E ¢®= E 4% =
t

Tr — 7
Acyr. Ay ) 5 ) (d+s—1)

= TI’AL

LAy

Denote the computational basis for A; with strings x € X, with |X| = d. Given (z1,...,7;) € X!, we
define the type state as

1
[type(a1, .., 20)) = > Polwy.w) =Tsym(Ar o A |2, )
T oeS,

The type states form an orthonormal basis of the symmetric subspace, with the caution that the map
(x1,...,m) = |type(z1, ..., 2¢)) is not injective. Let A, 4 be the set of t-tuples satisfying x1 # ... # z,. We
have the following lemma, which follows by the birthday bound:

Lemma 9.

Mym(A; . A)) =
T E t . t . =) <0o(=]).
((m1,,..,mt)<—/\(t,d) | ype(l'h 7$t)>< ype($1, 7*%'75)‘ ) (d_,’_i_l) =~ d

Unclonable Encryption with Weak Unclonable Security. A one-time unclonable encryption scheme
is a tuple (Genyg, Encyg, Decyg) of algorithms alongside a message space M C {0,1}", where n = poly(\)
with the following syntax:

e Genyg(1*) takes as input a security parameter and outputs a classical key k.
e Encye(k,m) takes as input a key k and a message m € M; it outputs a quantum ciphertext |CT).

e Decye(k, |CT)) takes as input a key k and a quantum ciphertext |CT); it outputs a classical message
m.

Definition 1 (Correctness). An unclonable encryption scheme (Genyg, Encyg, Decyg) is correct if for any
security parameter A and any message m we have

k<Gen(1*)

Pr|m' =m : |CT)«Enc(k;m)| > 1 — negl()).
m/«+Dec(k,|CT))
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Definition 2 (e-Weak Unclonable Security). A one-time unclonable encryption scheme (Genyg, Encyg, Decyg)
has e-weak unclonable security if for any cloning adversary (A, B,C) and any pair of messages mg, m; € M
we have

s keGen(1?)
m<—M, |CT)<«Enc(k,m) <e

pro+A(ICT)) -7
mp+B(k,ps), me+C(k,pc)

Primp=mec=m :

where pr denotes the E register of the bipartite state ppc for £ € {B,C}.

Broadbent and Lord [BL20] showed how to achieve unclonable encryption with e-weak unclonable security
for € < 0.86* and n = \ using Wiesner states.

3 Simultaneous State Indistinguishability

Terminology. Below, D represents a probability distribution over pure states. Particularly, we will con-
sider bipartite pure states |¢) ;. and non-local adversaries A = (B,C, ppc) as distinguishers, where the B
register will be given to B and the ' register will be given to C.

3.1 Definitions

Remark 1. A distribution D has a unique representation as a quantum mized state pp, whereas a quantum
mized state can represent many distributions. Accordingly, we can apply our results to mixed states p for
which we can find an appropriate distribution D’ that satisfies ppr = p.

Definition 3 (Simultaneous State Indistinguishability). We say that two distributions D1 and Dy are e-
simultaneous state indistinguishable (-SSI) against a non-local adversary A = (B,C, ppc) if the following
holds for every pair of bits by, bs:

Pr [(bh bg) — .A(Q/JF;() : |w>[))(v — Dl] —Pr [(bl, bg) — A(¢F}(‘) : |’l/J>B(; — DQ] <e

Here, B gets the register B of 1 and C gets the register C.
Of interest to us is the case when D; = D¢ and Dy = D™, where we define D' and D" as follows'?:
(D) : Sample [¢) « D and output (|¥) , ® [¥),.)
(D"d) : Sample [¢), [¢') < D and output (|1) , ® |¢').), i.e. D" =D x D.

In this case, we refer to the above notion as (g, D)-simultaneous state indistinguishability ((e, D)-SSI). Note
that up to a constant factor this is equivalent to the output distributions of A with respect to D1, Do having
total variation distance €. Also note that we can fix the bits by, bo without loss of generality.

Definition 4 ((g,D)-SSI). We say that ((g,D)-SSI) holds if D¢ and D™ defined above are -SSI against
all non-local adversaries (B,C, p).

Remark 2. When it is clear from the context, we omit the mention of the registers B and C'.

12Here id stands for identical and ind stands for independent.
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SSI as a metric. This notion defines a metric over bipartite states, namely Tssr (po, p1) is the smallest
value of € such that py and p; are € simultaneously indistinguishable. Equivalently,

Tss1(po; p1) = A [Pr{(1,1) <= (B®C)(p @ po)] = Pr((1,1) = (B@C)(p @ p1)]| - 3)

It is easy to see that this is a valid metric'?.
Since any binary measurement is a linear combination of projective measurements by the Spectral The-
orem, we have the following fact.

Lemma 10. Tsgy (-,-) can be equivalently defined by restricting B,C to be projective measurements.

Proof. For any B, C the expression inside the supremum in eq. (3) can be written as a convex combination of
the same expression for projective B;, C; by looking at the spectral decomposition of the positive semi-definite
operators BB3,C. The lemma follows by a simple triangle inequality. O

Extending to Many-Bit Output. We can extend the definition of SSI such that the non-local adversary
can output many bits in each register. We then require that the total variation distance between the collective
outputs of B and C for the two distributions is small.

Definition 5 ((¢, D, n)-SSI). We say that (e, D, n)-SSI holds if for any nonlocal adversary A= (B,C,p) and
any S C {0,1}" x {0,1}" we have

. $)«<D . ¥), |9 )D
’Pr {@1’@) €5 (xl,xl)?—:(w@w)} —Pr [(ml’@) €5 (m,‘m;)th((:ueaw’)” <¢

Note that (¢, D, 2)-SSI and (g, D)-SSI are equivalent up to a constant factor on €. There is a straightfor-
ward relation between (e, D)-SSI and (g, D, n)-SSI using the union bound, which we formally state below.

Lemma 11. Suppose (¢, D)-SSI holds, then (22"~1e,D,n)-SSI holds for all n € N.

Proof. For any non-local adversary A = (B,C, p) and any y,y’ € {0,1}", we have

Pr{(y,y) < AW ®¢) : [¢) « D] = Pr((y,y) AW @) : [¢),[¢) « D] <e

by (e, D)-SSI. This is because B (C) can associate y (respectively, y’) with 0 and every other string with 1.
By summing over all y,y’ and dividing by 2 we get the desired result. O

Extending to Many Copies. For a distribution D, denote by D' the distribution that samples |)) < D
and outputs [1)®". Then, we can consider (g, D?)-SSI or (g, D¥,n)-SSI as extensions where B and C each get
t copies of their respective inputs.

Extending to Many Parties. We can consider as the distinguisher a g-party non-local adversary A =
(A1,..., Ag,pa,...a,). By giving every party t copies of a quantum state generated either identically or
independently we can generalize Definition 5:

Definition 6 ((¢,D,n)-SSI against g Parties). We say that (¢, D,n)-SSI holds against ¢ parties if for any
g-party nonlocal adversary A= (Ay,..., Ag,pa,...a,) and any S C {0,1}"? we have

Y)+D [¥1),..,[1hq) <D
‘PI‘ |:(x17 - ,xq) € S . ($17..~,$4)J«£(<;41®~-®w4,,)} — Pr |:(x]7 - ,xq) S S . (iEl ..... :EQ)HTA((T,bl)V\J ®'”®(¢Q)'\u):| ‘ S g

In general, SSI against many parties is weaker than regular SSI with the same number of copies and the
same total output length, which we state formally below.

13Technically, a pseudometric since two different states may have distance 0.
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Lemma 12. Suppose that (¢,D%, qn)-SSI holds (against 2 parties), then (2qe, D, n)-SSI holds against q
parties.

Proof. First we observe the monotonicity of SSI, that is, for ¢ > ¢/, n > n/, and ¢ > ¢/, (¢, D!, n)-SSI
against ¢ parties implies (E,Dt/, n')-SSI against ¢’ parties. Now onto proving the lemma, the case ¢ = 1 is
trivial. Let r > 0 such that ¢’ := 2" < ¢ < 2"t1. Then (g,D?"*,2"n)-SSI holds against 2 parties. First,
by induction on 0 < j < r, we will show that (g;,D?" "% 27=9n)-SSI holds against 277! parties, where
gj = (27+1 — 1)e. The base case is true by assumption. Suppose it is true for some j < r — 1, then we
will show that (€j+1,D27‘ﬂ71t,2T_j_1n)—SSI holds against 2772 parties. Consider a 2/*2-party non-local
adversary A = (A1, ..., Agi+2, p). We consider the following hybrids:

e Hybrid 0: In this hybrid, A; gets as input |1/)>®2T7j71t for i € [29%2], where |¢p) < D.

e Hybrid 1: In this hybrid, A; gets as input |w>®2rﬂvilt for i € [2771] and A gets as input W’)@QT?%%

for i/ € [2772]\ [27F1], where [¢), [¢') < D.

e Hybrid 2: In this hybrid, A; gets as input |wi>®2“j71t for i € [2771] and A, gets as input \¢’>®2Tﬂ;lt

for i € [2912]\ [27F1], where [¢1), ..., [eit1), [¢) + D.

r—j— . r—j—1
e Hybrid 3: In this hybrid, A; gets as input [1);)©? Morie [27F1] and A; gets as input |¢;,_2_7~+1>®2 T

for i € [2912]\ [27F1], where [¢1),. .., [thais1), [¥0}) ..., |941) < D.

Let yo, Y1, Y2, y3 denote the output distributions of A in Hybrid 0 to Hybrid 3, respectively. We will split
the proof into the following claims:

Claim 1. drv (yo,y1) < €.

9Ji+1 27 +2

Proof. Define a (2-party) non-local adversary A" = (B',C’, p) as follows: B' = @;_; Ai, C' = Q;i_ojt141 Airs
and p is split accordingly between B’,C’. Now A’ is a distinguisher for (dtv (yo,%1),D?"t,2"n)-SSI, from
which the claim follows. O

Claim 2. drv (y1,92) < ¢j.

Proof. Consider a 2/ 1-party non-local adversary A’ = (Ay, ..., Asi+1_1, B, p), where B is defined as follows:

B holds the last 2/ 4 1 registers of p, and on input [¢) he simulates Ags+1 41, . .., Agit2 by sampling their
inputs |¢’ >®2 - Dzrvt. He then runs Ay;+1 on input |¢) and outputs the answer. Now A’ is a distinguisher
for (drv (y1,y2), D% 't,277371n)-SSL. Since (¢;, D2 't,27~9n)-SST implies (¢;, D2 * 't 27=9"1n)-SSI, the

claim follows. -
Claim 3. drv (y2,y3) < ¢;.

Proof. Follows similarly as Claim 2 by defining a 2/*-party non-local adversary A’ = (B, Agj+140; ..., Agi+z2, p)
where B simulates Ay, ... Agj+1. O

Combining Claims 1, 2, 3 and using the triangle inequality, we get drv (yo,y3) < e+2e; = (2772 —1)e =
€j+1, so that (gj11, D277t 9r=i=1p)-SST holds against 2072 parties as desired. Therefore, by setting j = r
we conclude that ((2771 —1)e, D?, n)-SSI holds against 2”1 > ¢ parties, hence it also holds against q parties.
Since (271 — 1)e < 2¢e, the lemma follows. O

Combining Lemmas 11 and 12 yields the following corollary:

Corollary 1. Suppose that (¢,D9)-SSI holds, then (229"qe, D!, n)-SSI holds against q parties.
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3.2 Distinguishing Bell-States

In this section, we use the Bell basis over a 2-qubit system as a warm-up example to demonstrate some facts
about simultaneous state indistinguishability. By the Bell basis we mean

1 1 1 1
{ﬁ (00) + 111)), 75 (00) = [113) 5 (1) + --1), 1 (1) - ——>>} |

Note that the Bell basis is symmetric for the purposes of this section, meaning any fact we show about a
pair of Bell states will also apply to any other pair of Bell states. We start off by demonstrating that the
non-local distance Tssy (-, ) can be strictly less than LOCC distance. Recall that two orthogonal Bell states
can be perfectly distinguished using LOCC measurements.

Lemma 13 (Comparison to LOCC). Let |®1),|®~) be orthogonal Bell states. Then, Tssy (|OTN®T|, @YD~ |) =

1/2.

Proof. 1t suffices to consider projective B,C. After that, the only non-trivial case is when they both are
rank-1 projections, in which case it is easy to show

Tr((B®0) ((8)@ |~ 7X@ ) < Tr (B@ 0)|@* )@ +[) < 1/2.
O]

Next, we show that a non-local distinguisher with an arbitrary number of EPR pairs is no more powerful
than unentangled distinguishers for the same problem.

Lemma 14 (Entanglement has no effect). Let |[®1),|®7) be orthogonal Bell states and let |EPR,) denote
n EPR pairs. Then, Tss; (|J®TY®T| @ [EPR,XEPR,|,|® X®~| ® |EPR,XEPR,|) = 1/2.

Proof. Let |®) be a Bell state. Then, the Schmidt decomposition of |®) ® [EPR,) is given by

2n+1

- 7 X

As before, we can assume the distinguisher B, C is projective. Let rg := rkBB,r¢ := rkC, r := min(rg, r¢).
We will show that

) ® |[EPR,,)

|uz ‘Uz

|(B©0)(|12) @ EPR.)) 3 € [max (0. 57— 1) 5y |

which implies that

l(B&c) (19%) @ [EPR.) |5~ [(Be ©) (127) @ [EPR.) max (0,

r 1
Mol < 3ot - R

We show the upper/lower bounds separately.

Upper bound. Without loss of generality assume rg = r. Then,

I(B®C) (10) ® [EPR))II; < [[(B@id) (|®) @ [EPR,))[;
= Tr (B (Trc (|2)®| ® |[EPR,XEPR,])))
=Tr (B (id/2"*1))
= 2nr+1 :
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Lower bound. Since 0 < B,C < id, we have
(i[d—B)®(id-C)>0 = BC>Bid+id®C —id®id.
Thus,
I(B©C) (|2) ® [EPR.))Il; = Tr (B @ C) (|2)@| © [EPR,XEPRy|))

2 Tr((B®id) (|2} © [EPR,)XEPR,[)) + Tr ((id ® C) (|2X®| ® [EPR, XEPRy[)) — 1

- rB TCc T
_2n,+1 +2n+1 _1227_1

3.3 Impossibility Results about SSI

There are many distributions that are simultaneously distinguishable. We give some examples below by
identifying D for which (g, D)-SSI does not hold for small e.

Claim 4. Suppose D is a (classical) distribution on {0,1}™ such that Pr[yy # y2 : y1,y2 < D] > ¢, for some
¢ =c(n). Then, (g,D)-simultaneous state indistinguishability does not hold for any e < c¢/2n.

Proof. We will denote by y the i-th bit of a string y € {0,1}". We construct A = (B,C, p) as follows:
e <% et il © |i><i|(') @ (% 2beqo,1y [OXO ()

e 3 upon input yz, measures 3 to obtain i € [n] and measures B’ to obtain b. B outputs yj & b.

1 @ [b)b

e C upon input yc, measures ' to obtain i € [n] and measures C’ to obtain b. C outputs yzc @ b.

We will look at two cases. In the first case, y + D and both B and C are given y. In this case, (B,C) will
output (0,1) with probability 0.
In the second case, the probability that B and C output (0,1) is lower bounded by:

1 1 c
P 1 P > _ . .= —
r[(0,1) < Alys,ye) | ys # yel - Prlys # yel 2 — - 5= o
since there is at least one pair of (i,b) that results in A outputting (0,1) when yg # yc. O

We remark that one can improve the bound ¢/2n by having B and C apply an error-correcting code on yp
and yc before measuring, respectively.

Claim 5. Let m,n € N and m > n. Let C € L’((CZ”,(CQm) be a Clifford circuit. That is, C' appends m —n
qubits initialized to zeros to its input and applies a sequence of Clifford gates. Define D1 as follows: sample
r & {0,131 and then output |t,) 5 = C|r||0). Define Ds as follows: sample r & {0,1}""1 and then
output |r) . = C'|r||1). Then, the distributions D1 and Dy are e-simultaneous state distinguishable for all
<1

Proof. We will describe a 1/2-simultaneous distinguisher (B,C, p) for D; and Ds.
n 1
p = [EPRIEPRI®” @ ( 5(10)0] 1040l + 11 1))

is n copies of a maximally entangled Bell state, which is given by |[EPR) = 1//2(|00) + |11)), together with
a shared random bit bg. Recall that using one copy of the state EPR and two bits of classical communication,
B can teleport a one-qubit state to C. Even though communication is forbidden between B and C in our
setting, they can still perform the rest of the teleportation operation. In more detail, let |¢/,) ;, denote the
mp-qubit state which is B’s half of [+,) ,., and let B, be the register containing its i-th qubit. Let B-"% be
the register containing B’s half of the i-th Bell state. For i € [mg], B will do the following:

19



2

e Apply a CNOT gate to 3; controlled on BF"%. Measure 55" in the computational basis and record
the outcome as a; € {0,1}.

e Apply a Hadamard gate to 3; and then measure it in the computational basis. Record the outcome
as b; € {0,1}.

Let a = aj...am,; € {0,1}"% and b = by...by, € {0,1}"5. Observe that C’s half the Bell states
are now collapsed to the state X%Z°|,.) ;- In other words, B has teleported the state in a quantum one-

time-padded form. The overall state of C is given by (X°Z°® Ic) |[y) 50 = (XEZE) C'|r) |b) for some
b € {0,1}, where @ := al|0™~ ™5 and b := b||0"™ ™5, Since C is a fixed Clifford circuit, there exist functions
f,g,h such that C* (XEZg) C = eimf(ab)/2 x9(ab) zh(ab)  Hence, by applying CT, C obtains the state
einf(a:0)/2 xg(ab) zh(ab) 1) [B) = |®B) @ |b & g (a, b)), where g, is the m-th bit of g. Finally,

e 3 computes g,,(a,b) and outputs g,,(a,b) ® bs.

e C measures the m-th qubit in the computational basis to obtain g@gm(a, b), and outputs g@gm (a,b)®bg.

Ifb = 0, then (B,C) output (0,0) with probability 1/2, whereas they never output (0,0) if b= 1. Thus,
(B,C, p) is a 1/2-simultaneous state distinguisher as desired. O

4 Simultaneous Haar Indistinguishability

We show that SSI can be instantiated using Haar random states.

4.1 Single-Copy Case

Theorem 15 (Simultaneous Haar Indistinguishability (SHI)). (e, 74 )-simultaneous state indistinguisha-
bility holds for e = O(1/2"/?).

Proof. Let d = 2™ be the dimension of the Haar states. Consider a non-local adversary A = (B,C, 1), where
B and C share an entangled state [¢)) ; . . Bob receives a state |b) ;, and Charlie receives a state |c) . from
the referee. By Lemma 10, we can assume that Bob applies a projective measurement Mz, 5, and Charlie
applies a projective measurement N, ,. Let p(|b),|c)) denote the probability that both Bob’s and Charlie’s
measurements accept:

p([b);e)) :=Tr(M@N)(¥ ®b®c)) .

Therefore, the advantage we need to bound is given by

E 6),10)) — E b
max| Ep(6).00)~  E (b))

where in the second expectation, the states |b), |c) are sampled independently from the Haar measure. We
will show that this is bounded by O(1/v/d).
Note that by eq. (2) we have

Msym(B20C5)
E 6®6= Y :
0yestin . 2T Tm(Seym(BaCa))’

and also . )
id s, idc,

E bc= — .
b, |c) < Hn ©e dim(B,) — dim(C5)
By assumption, d = dim(B>) = dim(C5). Then dim(Seym(B2C5)) = d(d + 1)/2. Furthermore, by Lemma 7
we have

1. .
Hsym(B202) = i(ldB” ®ide, + Fp,c,)

20



where F'5,c, denotes the swap operator on registers Bo, C';. Thus we can rewrite our advantage as follows:

Tr((M®N) {w]m ®( —

i idp, ®ide, + Fp,c, idp, ®ide, ) )
M,N d(d+1) d?

idp, ®idc, + Fp,c, idp, ®ide, 1
<mae[Te(r e w) {ys e o (BB B TR ) o (1)

1 1
= %?g]( ﬁTr((M ® N) {wBl('l ® FBz(Vz}> + O (d)

Using the Schmidt decomposition, we can write

1/2
W) 5o = (02 @ V) 1) 5,0,

where o3, is a density matrix, V¢, is a unitary operator and |(2) is the unnormalized maximally entangled
state on registers 3;C;. Without loss of generality we can assume that V = id, because we can always
conjugate N by this unitary. Therefore for fixed M, N we can rewrite the above trace as

1 -
ﬁTr((M ® N) {Q[)’lpl ® FB:('Q})
where R

M, = (01> ®idp, ) M(0}{? ®idp,) .

One can verify using tensor network diagrams (see Figure 1 for a graphical proof) that
Te((3 @ N) {Q, 0, @ Fie} ) = (M- NT<) (4)

where N T denotes the partial transpose of the operator N on register (', and the matrix multiplication
() connects registers B; with (' and By with (5.

B
] ! 0
M M
| I F _
By
Cq
_ | - Q
N
| I F | -
Cg 02

Figure 1: A graphical proof of the equivalence of Equation (4). On the left is a tensor network diagram
depicting the trace inner product between M ® N and Q® F; the grey dashed lines denote the trace; the red
wires denote the (unnormalized) maximally entangled state , and the blue wires denote the swap operation
F. By following the wire connections we deduce the tensor network diagram on the right, which is the same
as the trace inner product between M and the partial transpose of N on register (5.

For now let’s suppose that o = idp, /dim(/3;) (i.e., the state [1)) is the normalized maximally entangled
state). Then M = M/(dim B;) and we can thus upper-bound the trace by

1

Tr(M-NTo) <My [N |l = ———
r( ) < |M]f2 - |l ll2 &im(5))

M2 - IN|2
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by the Cauchy-Schwarz inequality and by the fact that the partial transpose does not increase the Hilbert-
Schmidt norm. But now observe that

[M|l2- INl2 < dim(51) - d .

Therefore the maximum advantage is bounded from above by 1/d + O(1/d) = O(1/d).
What if [t) is not maximally entangled? We can rewrite things as follows: using that (N 7)< = NTe1 |

Tr(M . NT('l) — Tr((o.l/Z ® id)M(O’UZ ® id)(NT)T('z) '

Now we insert resolutions of the identity on the 5., (5
registers:

Tr(AL-NT) ZTr (02 @ iYiDM (2 @ [N (NT) )

—ZTr ("2 @ |iXi)M(id ® |i¥ 1) (o™ © i) (NT) G @ likel)

Note that .
(@2 @ i) (NT) (i@ fixil) = (/2 @ [iXi)N T (id @ [)il) -
Therefore by Cauchy-Schwarz we have

TN < 3 @2 @ MG @ 1D | - | o172 © XN T (d @ L5, - (5)
We bound the second factor: ’

|2 @ 1N T @ )i, = Te((o @ XN (d @ )N) <1

where in the equality we used the fact that N ' is a projection and therefore N ' (id ® |)j|)N has operator
norm at most 1.
Continuing we have that

TN < Zj |02 ® lixanartd @ )|
<d \/ZJ (o172 @ Jiih (i @ |j><j|)HZ
_ d\/Z; Te((o @ i) M (id @ [j)3) M)
4 \/;Tr((0®|i><i|)M)

<dvd.

In the last inequality, we used the fact that Tr((a ® |z><z|)M) <1 for all 4.
Putting everything together, this yields that the maximum advantage satisfies the bound

| B 00100 = B o] < S50 (5) =0(5)

O

Remark 3. The entangled state held by A above can have arbitrary dimension. In particular, the proof
shows that an arbitrary number of EPR pairs has no asymptotic advantage in distinguishing identical vs.
independent Haar states, for the advantage is O(1/d) in both cases (see Section 4.4 for the lower bound).
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4.2 Generalization to Many Copies

We generalize Theorem 15 to show indistinguishability when the non-local distinguisher is given many copies
of the input state. The proof has the same overall structure, but requires some additional ideas. We start
by listing a useful lemma.

Lemma 16. Let Séf) C Sat be the set of permutations o over [2t] such that

{ielt] : o(i) ¢ [t} =s.

Define P, as the permutation operator over registers X, ... XY, ...Y,, where we match [t] with X, ... X,
and [2t) \ [t] with Yy ...Y;. Then,

> p= WC) (Wsym (X1 - X)) ® Tsyn(Vi - Y1) P, (Hsym (X1 . X)) @ Tsym (Vi .. 17)),

GES;)

where o € Séf) is the permutation that swaps i with t +1i for i € [s].

Proof. Every o € Séi) can be written as (P,, ® Py, ) Py, (Pf"x ® Pc,;) for some ox,0y,0%,0% € S;. More-

over, picking ox, oy, o', 0% uniformly is equivalent to picking o uniformly. Observe by a counting argument

that )
s t
(sgg = (t!)Q(S) :
Thus, by Lemma 7 we have
1 1
W Z P‘T:W Z (PUX®PUY)PUS(PU;(®PU;,)
( ) (9) UGSS) ox,0y,0% ,04 €Sy

= (Msym( X1 .- X}) @ Mgym(Y1 .. V1)) Py, (Hsym (X1 .- X;) @ Mgym(Y71 ... V7))
O

) and t = e2™/*. Let A,

Theorem 17 (t-Copy Simultaneous Haar Indistinguishability (SHI)). Let e = o(1
2), AL -simultaneous state

be the distribution defined by sampling t copies of a state from . Then, (O(e
indistinguishability holds.

Proof. Let d = 2™ be the dimension of the Haar states. Consider a non-local adversary A = (B,C, 1), where
B and C share an entangled state [¢)) ; . . Bob receives a state |b) ; and Charlie receives a state |c) . from
the referee. By Lemma 10, we can assume that Bob applies a projective measurement M, 5, and Charlie
applies a projective measurement N¢, . Let p(|b) ,|c)) denote the probability that both Bob’s and Charlie’s
measurements accept:

p(Ib)[e)) == Tr(M @ N)(yp @ b&c)) .

Therefore, the advantage we need to bound is given by

E 0 ®t 0 ®ty E 0 ®t 9/ 1t
wac| B (0700~ B p(6)*10)*)
where in the second expectation, the states |0}, |6’) are sampled independently from the Haar measure. We
will show that this is bounded by d=(1). For the ¢ copies of the Haar state, we can decompose the registers
By, (5 as By =B ... BYand Ch = C) ... (L.

Note that by eq. (2) we have

Msym(B2C5)
E 0% @0% =
|0) < Hon dlm(ssym<B_)(V2>)
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and

sym(52) Igym(C2)
E b®t ® C®t Y ® . Y .
|b),|¢) = Hon dim(Seym(52)) — dim(Seym(C2))
By assumption, d = dim(/3}) = dim(C) for j € [t]. Then dim(Ssym(B2C5)) = (“7271) and dim(Sym(52)) =
dim(Ssym (C2)) = (d+i_1). Furthermore,

Hsym(B2C5) = (Qt)' Z P, and Isym(52) = — (t)' Z Py, Tsym(C2) ‘ Z

0ES2¢ T o€ES; T oES;

where P, is a permutation operator over (2t) registers BoCy, and P, ,, P, are permutation operators over (t)

registers By, Cy, respectively. Thus, using the collision bound we can rewmte our advantage as the following:

ZO‘ESzt PU ZaB,acest PUB ®Pac
i <(M®N) {TZ’B““ “ <d(d—|— ... (d+2t—1) d2(d+1)2...(d+t—1)2>}>‘

ZUGStPU ZU ,oCES} FPop ®P0c 2
(e o (- Bt )

max diT ((M®N) {wu.(*. ® Z Po’}) +0 (5) )

o€eSy,

max
M,N

<

where S5, denotes the set of permutations o € Sy; which cannot be expressed as a product of permutations
op,0c € St. Using the Schmidt decomposition, we can write

1/2
|7/’>/)n('l (‘Tb/ ® Ve,) ‘Q>/;\('u

where o3, is a density matrix, V¢, is a unitary operator and |2) is the unnormalized maximally entangled
state on registers 5, ;. Without loss of generality we can assume that V = id, because we can always
conjugate N by this unitary. Therefore for fixed M, N we can rewrite the above trace as

1 .
ﬁTr((M@)N) {Q/;J(ﬁJ ® Z Pa})
o€S3,
where

MU B, = (0 1/2 ®idg )]\4(01,/2 ®idg,) -

As in Lemma 16, let SQ? be the set of permutations over 2¢ registers (B5C5) which map s registers from
By to (/5. Note that

2 t
S t * S
s = w2 (1) a5 = Usiy

s=1

Therefore for fixed M, N we can rewrite the above trace as

%Tr((M@N) {Q/;\(\ ® Z Pa}) 22t ZTr( M® N) {QI”(  ® Z })

o€ 2t G'ES(Q)

_ (Z!z)j tl (i)QTr((MQ@N){Q”M ® (Hsym(52) @ Hoym(C5)) Py, (Hsym(Bz)®Hsym((72))}) (6)

s=

using Lemma 16, where P, swaps 5. ... B35 with (') ... (3. Define

M = (idP)] ®H5ym(B2))M(id/?| ®H5ym(52))7 N = (id('w ®H5ym(("2))N(id<'w ®H5ym(cv2))a
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then using cyclicity of trace we can rewrite eq. (6) as

(2!2)5 Zt: (2)2Tr((M® N) {QP)\(,\ ®pgs})_

s=1

One can verify using tensor network diagrams'? that
Tr((M ® N) {Q,m ® Pgs}) =Tr (Tr,),m SN T (N)Tm) :

where T, denotes the partial transpose on register (| and the matrix multiplication connects registers /3
with (', and Bg\'] with C;] according to os. Suppose o, = idp, /dim(5;), i.e. v is maximally entangled
and M = M/dim(B,). Note that

. 1 _ o 7'
M < dim(5) (idp, ® Hsym(B2)) and N <idp, @ sym(C2).

Using Cauchy-Schwarz as well as Lemmas 6 and 8, we get

‘TI’ (Trb,gj\MM . Tr(,,;y (N)T(‘l>‘ S ”Trb’;'\bMHZ ”Tr(,gq [s (N)T(‘l

2

= [resgnvo ], [reegn®

2 Hid('ll ®Tr P! Hsym((b)Hz

~ dim

1 ] )
< W HldBl ®TrU;, {_Hsym(/)z)‘
(d+t71)2

< t
dim(B) (T

S

5 [t @ Toym(B1)] [ide, @ Msym()]

Therefore, we can upper-bound eq. (6) by

S () = () (B) = (14 2) e 1< 0 ) = o va

Now onto the case when o5, is an arbitrary density matrix. Define

X = Tr o0 [(ids, ® Hsym(B2)) M (ids, @ Hsym(B32))], Y = Tr o0 N,

Note that by Lemma 8 we have

2 dt—sg! ] [s] 12 dt—5g! . ~[s]
X S (1 =+ O (d)) t' ('dlh ® HSym(B2 )) ) Y S (1 + O (d)) T (Id(vl Y HSym((/Z )) :

Similar to eq. (5), we can write

,
2

[T (T 0L T ()T )| < 3 @2 @ xiDX o 15D, - |2 @ iy T (d @ L))
i,j=0

14 This follows by an easy generalization of Figure 1.
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where the term on the right can be bounded as

‘2 - \/Tr((o® Y)Y T (id ® |j><j|)?) < (1 o (’j)) @

since we have ||YTHOp = H?Hop = Y, < <1+O<%>) A st and |lid ® 17)lllop = 1. Therefore, by

t!

@2 @ XDy T (d @ 1)l

Cauchy-Schwarz we have

dt=ss!
t!

T (T BT ()0 )| < > |2 @ liinx (id @ 13|

2
4,7=0

ds—1

=\ 3 [z e lixixde )

2
~ 2
,j=0

i,j=0

ds—1

| D Tr(X2 (e @ ixil)

=0

(7))
(7))
140 (Z)) 2 3 Te (o i) X (4 @ LYID)
(7))
()

o (5) .

where we used the fact that ||X||Op < dt;S!. Plugging everything back into eq. (6), we get that the distin-
guishing advantage is bounded by

(€)ool L <o 2) 5

() <o) -0

as desired. 0

4.3 Comparison to Non-Haar Distributions

We could define other versions of Theorem 15 tailored to different distributions. However, we prove that the
choice of Haar distribution leads to the weakest statement under some natural restrictions. In more detail,
we consider the setting where two samples from the distribution are almost orthogonal to each other with
high probability. In some sense, this setting is necessary to prove the result below: for instance, suppose
the support of D is a single state. In that case, simultaneous state indistinguishability for this distribution
trivially holds.

We show the following.

Claim 6. Suppose there exists a distribution D on S(C*") and ¢,8, 1 : N — RT U {0} such that:
(1) Pr{[@l" > 6« ), 10) < D| <p

(2) e+ pn+ 6 < negl(n).
(3) (¢,D)-SSI holds.
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Then, the SHI conjecture (Theorem 15) is true.

Proof. We prove by contradiction. Suppose (e, D)-simultaneous state indistinguishability holds for some
distribution D on S(C?") and suppose there exists a non-local adversary A = (B,C,p) that can violate
(e, H#4n )-simultaneous state indistinguishability.

Consider the following non-local adversary A’ = (B',C’, p'):

e o) = (p,(Us,Uc)), where B and C receive as input p and they also additionally receive as input
the registers B and C, both of which contain the description of the same Haar random unitary
U = Uc  5(YUr).

e 3’ receives [¢p) from the external challenger and C’ receives as input |t)¢) from the external challenger.
e B’ runs B on |¢g) = Up |¢5). Similarly, C’ runs C on [¢;) = Uc |[¢c).
e (B',C’) output (bg,bc), where bg is the output of B and b¢ is the output of C.

Define D¢, D" as before. We consider the two cases. If [¢h5) [thc) « D', then |¢}) [1%) is distributed
according to 49, If [1hg) [voc) < D9, then we will show that |¢}) [4L) is close to %Y in trace distance
using condition (1). Let o be the density matrix, and let ¢’ be the reduced density matrix after conditioning
on [(Yiglu)|” < 0. Let

=y E, eU) (00 10 (U e UT)

and let p s be the density matrix representing %", then
id id , id id
T(a,p%;aw) :T<a,2n®2n> §N+(1—N)T(Ua2n®2n>

<p+ Q=T (" p)+ (1 -pT (ﬁ;&;)

1
Spt A=)+ (- p)on
1

= d .
Mt +2n

The second from last line follows from the monotonicity of trace distance. From the above description, it
follows that if A violates (¢, 74 )-simultaneous state indistinguishability then A’ violates (e+pu-+0+1/2", D)-
simultaneous state indistinguishability, which is a contradiction. O

4.4 Lower Bound

We demonstrate an unentangled attack which show that the dimension of the Haar random states (2")
indeed need to be super-polynomial in n for (Theorem 15) to be true.

Unentangled Attack. In this attack, B and C share no state beforehand, and simply each output the
result of measuring the first qubit of their register in the computational basis. Defined as such, (B,C, | L)}L|
is a (1/exp(n), #%n)-simultaneous state distinguisher.

Analysis: If B and C receive independent Haar states, then the probability that they output (0,0) equals

1/4. If they receive identical Haar states, we can calculate the probability by considering the type basis.
There are d(d + 1)/2 types total, and the probability of the first bits being (0,0) is given by

e (4 (%) ~staen
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Thus, the distinguishing advantage is

d+2 1 1
— - = ——=0(1/d).
Ad+1) 4 4d+1) (1/)
We leave it for future work to determine whether this attack can be generalized to the ¢t-copy case, achieving
an advantage of O(t?/d).

5 Applications

We present applications of simultaneous Haar indistinguishability (Section 4) to single-decryptor encryption
(Section 5.1) and unclonable encryption (Section 5.2). Ordinarily, single-decryptor encryption is defined with
classical ciphertexts and quantum decryption keys, whereas unclonable encryption is defined using quantum
ciphertexts and classical encryption/decryption keys. We achieve relaxed notions of both primitives above:
namely, we additionally allow quantum ciphertexts in single-decryptor encryption and quantum decryption
keys in unclonable encryption.

In Section 5.3, we show how to construct leakage-resilient quantum secret sharing of classical messages,
which additionally guarantees security against an eavesdropper that learns classical leakage of all the shares.

5.1 Single-Decryptor Encryption with Quantum Cipertexts
5.1.1 Definitions

We adopt the definition of single-decryptor encryption by [GZ20]| to the setting where the ciphertexts can
be quantum.

Definition 7 (Single-Decryptor Encryption). A single-decryptor encryption (SDE) scheme is a tuple of
QPT algorithms (Gen, Enc, Dec):

. Gen(l’\) takes as input a security paramter. It outputs a classical encryption key ek and a one-time
quantum decryption key |o-).

e Enc(ek,m) takes as input an encryption key ek, and a classical message m. It outputs a quantum
ciphertext |CT). We require that Enc is pseudo-deterministic.

e Dec(|o-),|CT)) takes as input a quantum decryption key |*-), a quantum ciphertext |CT) and outputs
a classical message m.

Definition 8 (Correctness). A SDE scheme (Gen, Enc, Dec) with quantum ciphertexts is correct if for any
security parameter \ and any message m we have

(ek,| 7)) +Gen(1%)
Pr|{m =m : |[CT)«Enc(ekm) | >1— negl()\).
m/+Dec(|#),|CT))
Before defining security, we introduce a notation EncT(ek,m)7 which means sampling randomness r and

running Enc(ek, m;r) for T times.

Definition 9 (Security of SDE). An SDE scheme (Gen, Enc, Dec) is called (information-theoretically) secure

against identical ciphertexts if for any cloning adversary (A, B,C) and any pair of messages (mg, my) we

have

(ek,|>~))«Gen(1*)
prcA(*)

b(i{o,l}, |CT)®24—Enc? (ek,my)
bg«B(|CT),p5), be+C(ICT),pc)

Prlbg=be=0: < =+ negl(N),

N

where pr denotes the I register of the bipartite state ppc for £ € {B,C}.
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Remark 4 (Identical Ciphertexts). In Definition 9 we consider security against identical ciphertexts. One
can similarly define security against ciphertexts that are independently generated. This alternate definition
was achieved in the plain model by [AKL23], and it only requires independent-challenge Goldreich-Levin.

Remark 5. Note that Definition 9 need not be physical for an arbitrary scheme (Gen, Enc, Dec) without
the requirement that Enc is pseudo-deterministic due to the fact that |CT) may be unclonable even for the
encryptor. Nonetheless, our construction satisfies this condition, with the classical randomness of Enc being
used for sampling a Haar random state.

Below, we consider a stronger security definition where many copies of the quantum ciphertext are given to
the adversary. This matches the case of classical ciphertext more closely, since classical ciphertexts can be
cloned arbitrarily. Another implication of this stronger definition is that security holds against adversaries
who can clone the quantum ciphertexts.

Definition 10 (¢-Copy Security of SDE). An SDE scheme (Gen, Enc, Dec) is called (information-theoretically)
t-copy secure against identical ciphertexts if for any cloning adversary (A, B,C) and any pair of messages
(mg, m1) we have

(ek,| ))eGen(lA)
proA(|*)
b= {0,1}, |CT)®2 Enc? (ek,mys)
bp+B(ICTY®! pp), be+C(CT)® pc)

Prlbg=bc=0b: < = + negl(\),

DO | =

where pr denotes the I register of the bipartite state ppc for £ € {B,C'}.

5.1.2 Construction

Let (Genyg, Encyg, Decye) be a one-time unclonable encryption scheme with C™-weak unclonable security
and message space M C {0,1}", with n = poly()\), where C' € (1/2,1) is a constant. Let D = #n, so that:

1. (g, D)-SSI holds for some ¢ = negl(\) by Theorem 17 as long as t?/2"/2 is negligible.

2. Ejypyep [¥)X¢] = id2n.

We construct SDE for single-bit messages (m € {0,1}) secure against identical ciphertexts as follows:

e Gen(1) samples a random message = < M and a key k < Genyg(1*). It computes |¢)) < Encue(k, z).
It outputs an encryption key ek = (k, z) and a decryption key |o=) = |)).

e Enc(ek,m) samples [p) = > ayly) < D. It parses ek = (k,x) and computes the state |¢) =
>y oy |y) [{y, ) &m). It outputs a quantum ciphertext [CT) = (k,[¢)). Note that Enc is pseudo-
deterministic given that it can sample from D using classical randomness.

e Dec(|o~),|CT)) parses |CT) = (k,|¢)). It computes & < Decye(k,|d)). It computes U, |¢)) and
measures the second register to obtain m, where U, is the unitary defined as U, |y) |2) = |y) |z ® (y, z)).
It outputs m.

Remark 6. Since t is bounded (see Theorem 20), we can use a 2t-state design to instantiate the Haar
random state used in the construction. We can similarly use a 2t-state design to instantiate our construction
of unclonable encryption in Section 5.2.

From the correctness of (Genyg, Encyg, Decyg), it follows that Dec recovers m (with probability negligibly
close to 1) from |CT), where |CT) is an encryption of m.
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5.1.3 Security Proof

We first show a lemma that is needed in our security proof:

Lemma 18 (Simultaneous Quantum Goldreich-Levin with Correlated Input). Let (A, B,C) be a cloning
adversary that given'® (p, (o, (y5,b8), (Yc, be))), where yg, ye € {0,1}" are i.i.d. uniform strings and bg, be €
{0,1} are random bits satisfying bg @ be = (yB,x) ® (yc,x), can output ((ys,x), (Yc,x)) with probability at
least 1/2+¢. Then, there is an extractor (A, B',C") that given input (p,o) outputs (x,x) (running (A, B,C)
as a subprotocol) with probability poly(e).

Proof. Firstly, we will come up with (JZ, B, 5), where given (p, (¢, ys, yc)) outputs (bj, b, ) satisfying bz @b, =
(yg, x) ® (yc, x) with probability 1/2 4+ e. Then, we can apply Lemma 5 to finish the proof.

Now onto proving that such (JZ, E, C~> exists, indeed, A is the same as A. On the other hand, g, C will
sample bg, bc independently and run B, C as subprotocols, outputting whatever they output. Let us establish
some notation before moving forward. Let Ep be the event that B outputs (ys,x), and similarly F¢ be the
event that C outputs (yc,z). Let E be the event that bg @ be = (ys, ) ® (yc,x); note that Pr[E] = 1/2.
We can express the condition on (A, B,C) as

1
PI‘[EB/\E0|E]Z§+E. (7)

Additionally, the view of B (hence that of B) is independent of E, thus due to no-signalling we have
Pr[Eg | E]=Pr[Eg|—E], Pr[Ec|E]=Pr[E:|-E|;
which imply that

Pr[Es A Ec | E] + Pr[~Ep A ~E | ~E]
= (Pr[Ep | E] - Pr[Eg A —E¢ | E]) + (Pr[-Eg | ~E] — Pr[~Ep A E¢ | ~E])
—1- Pr[Es A-Ec | E| — Pr[-Ep A E¢ | ~E]
— 1| — (Pr[~Eec | E] = Pr[~Eg A —E¢ | E]) — (Pr[Ee | ~E] — Pr [Es A Ec | ~E])
=Pr [—|E3 A—Ec | E] + Pr [EB A Ec | —|E] . (8)

Now, using egs. (7) and (8), the probability that the output of (./Z, g, C~> satisfies bz @b, = (ys, ) S (yc, )
can be calculated as

Pr[Eg A Ec| + Pr[—~Eg A —Ec¢]

1 1
= i(Pr[EB/\EC | E]—FPI‘[EB/\EC | —\E])+§(Pr[—\EB/\—\EC | E]—FPI‘[—\EB/\—\EC ‘ —\E])
1
:PI'[EB/\E(3|E]—|—PI‘[—\EB/\—|EC|—\E]ZPI‘[EB/\EC IE]Z§+6

O

Remark 7. Lemma 5 proves a special case of the simultaneous inner product conjecture postulated in [AB23].
Roughly speaking, the simultaneous inner product conjecture states that if a set of bipartite states {ps }zec{0,13n

is such that any non-local adversary (B,C) given p,, where x & {0,1}", cannot recover x (except with
negligible probability) then B and C cannot distinguish Goldreich-Levin samples versus uniform samples
(except with negligible advantage). The conjecture is parameterized by the distribution of the samples and
also by the algebraic field associated with the samples. Lemma 5 shows that the conjecture is true for a
correlated distribution of samples and when the field in question is Fo.

15Here p is given to A and then a bipartite state o is given to B, C in the challenge phase.

30



Remark 8. Lemma 5 resolves an important technical issue we will face in our unclonable security proofs
(Theorems 19 and 21), similar to the one faced by [KT22]*°. Namely, B and C seem to get additional
information about the hidden values (yg, ), (yc,z) by holding secret shares of their XOR wvalue. Above we
show that this is in fact not the case, i.e. the adversary does not get additional power from these shares. In
[KT22], the authors utilized alternative security definitions to overcome this issue.

Theorem 19. (Gen, Enc, Dec) above is secure against identical ciphertexts.

Proof. We will use the hybrid method. Without loss of generality set (mg,m;) = (0,1) and define the
folllowing hybrids:

1. Hybrid 0. This is the original security experiment described in Definition 9.

2. Hybrid 1. In this hybrid, instead of giving |CT) = (k, >y oy ly) [y, z) & m)) to both B and C, we

give (k,ys, (ys, z) ® m) to B and (k, yc, (yc, ) & m) to C, where yg, yc € {0,1}" are uniformly random
independent classical strings.

3. Hybrid 2. In this hybrid, we change the victory condition of the adversary (A,B,C). Instead of
outputting b = my,, we ask that B output (yg,x) and C output (yc, x).

4. Hybrid 3. In this hybrid, we only give k to B and C. We also change the victory condition: in order
to succeed, B and C both need to output x.

Let p; be the optimal probability that a QPT adversary (A, B,C) succeeds in Hybrid i. We will split
the proof into the following claims:

Claim 7. |po — p1| < negl(N).

Proof. Suppose not, we will construct a non-local adversary (5’,C’, p) which can simultaneously distinguish
lp) ® |@) from |p) ® |¢'), where |@) , |¢’) < D. Note that by assumption |¢) ® |¢’) is identically distributed
to lys) ® |yc) where yg,ye + {0,1}". Now onto the construction of (B',C’, p):

e The mixed state p is defined as follows: Sample a random message x & M and key k < Genyg(11).

Compute [9)) < Encye(k, =) and p’ < A(]e)). Finally sample a random bit m & {0,1} and output
p = pl ® |k,x,m>,} ® |kaxam>("'

e B’ oninput |$) =, By |y) computes the state |¢) = > By [y) [{y,z) & m). Then, it runs B on input
(k,|¢"), pr) to obtain bg € {0,1} and outputs bg © m. We similarly define C’.

On input |¢) ®|p), the probability that (B’,C’) output (0,0) equals pg, whereas on input |yz) ® |yc) the same
probability equals p;. Hence, (B',C’, p) is a |po — p1|-simultaneous state distinguisher for D, which suffices
for the proof. O

Claim 8. p; < ps.

Proof. Suppose (A, B,C) succeeds in Hybrid 1 with probability p;. Construct (A’, B’,C’) for Hybrid 2 as
follows: run (A, B,C) so that B’ obtains bg and C’' obtains be. Let (k,ygs,25) and (k,yc, z¢c) be the inputs
given to B’ and C’, respectively. B’ outputs bg @ 25 and C’ outputs be @ z¢. Conditioned on (A, B,C)
succeeding, (A’,B’,C") will also succeed. O

Claim 9. Ifpy > 1/2, then ps > poly(p2 — 1/2).

Proof. Follows from Lemma 18, where (A, B,C) corresponds to Hybrid 2 and (A’,B’,C’) corresponds to
Hybrid 3. Note that the bits bg = (y,z) @ m and be = (yc,x) ® m are uniform with correlation bg ® be =
(ys, x) B (yc, z) since m is uniform. O

163ee Remark 7 (pp. 53) in [KT22|.
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Claim 10. p3 < negl(}).
Proof. This follows directly from the weak-UE security of (Genyg, Encyg, Decyg). O
Combining Claims 7,8,9,10, it follows that py < 1/2 4 negl(}).

O

t-Copy Security. We show that our construction remains secure if up to O(n) copies of the quantum
ciphertext is given to the adversary in the unclonable security experiment.

Theorem 20. Let ¢ > 0 be a constant and t < (logy(1/v/C) — ¢)n), then (Gen, Enc,Dec) above is t-copy
secure against identical ciphertexts.

Proof. We generalize the proof above to the case when the adversary gets t copies (each) of the ciphertext
using the t-copy version of SSI. We use the hybrid method as before:

1. Hybrid 0. This is the original security experiment described in Definition 10.
ot
2. Hybrid 1. In this hybrid, instead of giving |CT)®*, or!” (k, (Zy ay ly) [y, z) @ m}) ), to both B

®t ®t
and C, we give (k, (Zy ay ly) [y, ) & m)) ) to B and <k, (Zy oy, ly) [(y, =) © m}) ) to C, where
>,y ly) < Dand } oy ly) < D are independently generated.

3. Hybrid 2. In this hybrid, we instead give (k, (yg, (Y, z) D m)ie[t]) to B and (k, (yé, (yé7 x) ® m)je[t]>

to C, where y%, yé € {0,1}" are uniformly random independent classical strings conditioned on (yg,)Z cit]

being ¢ distinct strings and (yé)je[t] being ¢ distinct strings.

4. Hybrid 3. In this hybrid, we remove the restriction that (yf@)l - and (yé) je[y are distinct.

5. Hybrid 4. In this hybrid, we instead give (k, yg (s, ) ®m, (v, (i, ) ) to B and

ie[t]\[1]
J

(k, ye, (Yt z) & m, (yé, (y, x>)ie[t]\[1]) to C, where (y%)ie[t] and (yg)jefy are uniformly random strings.

6. Hybrid 5. In this hybrid, we give (k, (y};, <yg,x>)ie[t]\[1]) to B and (k, (yé, (yé,x))
also change the victory condition by requiring that B and C output (z,x).

ie[t]\[l]) to C. We

Let p; be the optimal probability that a cloning adversary (A, B, C) succeeds in Hybrid i. We will split the
proof into the following claims:

Claim 11. |py — p1| < negl(N).
Proof. Follows from (g, D?)-SSI, and the proof is nearly identical to that of Claim 7. O
Claim 12. py > p; — negl(\).

Proof. Suppose (A, B,C) succeeds in Hybrid 1 with probability p;. We will describe (A", B’,C’) which
succeeds with probability ps — negl(\) in Hybrid 2. Note that the only difference between the hybrids
is the input given to (B,C) or (B',C’). Therefore, it suffices to set A" = A and show that B’ (resp., C’)
can transform his input to what B (resp., C) receives in Hybrid 1 up to negligible trace distance. Indeed,

17"Note that we can compress t copies of k into a single copy since it is classical.
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given (yiB, (yg, z) ® m)ie[t] with yllg #* y% # ... % yk, B records (i7 y%)ie[t] and coherently applies a random
index-wise permutation o € S, resulting in the state

t
1 o(i ol(i
i 2 1 Q™) (w57 x) @ m).

€Sy i=1

Then using the table he recorded B’ uncomputes and discards the first register, which results in the state

t
1 o( o(i
02 Q) g @) = U ype(ys. .. i) lm)

c€St i=1

Over the expectation (yg, .. .,y%) < A¢2s, the mixed state (by Lemma 9) is negligibly close to

Xt
US' E_(e® |m}m)* U™,
lp)D

which is the state B receives in Hybrid 1. Arguing similarly for C’, the claim follows. O
Claim 13. |p3 — p2| < negl()).

Proof. By collision bound, the difference is bounded by O(#?/2") which is negligible. O
Claim 14. p, > p3.

Proof. Let (A, B,C) succeed in Hybrid 3 with probability p3. We construct (A’, B’,C’) that succeeds with
the same probability ps in Hybrid 4:

e A’ is the same as A.

e B’isgiven (k, ygs (s, ) dm, (yis, (Y, x>)i€[t}\[1])' For i € [t]\[1] he computes the XOR of (yg, (yg, )@
m) and (yg, (Y, 7)) to get (y5 & yi, (yp ® Y, x) ®m) = (2, (25, 2) & m), where 2j; 1=y & yjz. Also

set z%; = y%g. Then B’ runs B on input (k, (zfg, <zg, ) ® m) and outputs the answer.

i€[t]
e (' is defined similarly.
Since (zj)

iepy Are uniformly random and independent, the view of B is the same as that in Hybrid 3.

Arguing similarly for C, it follows that (A’, B,C’) succeeds with probability ps. O
Claim 15. Ifpy > 1/2, then ps > poly(ps — 1/2).

Proof. Follows from Lemma 18, where (A, B,C) corresponds to Hybrid 4 and (A’,B’,C’) corresponds to
Hybrid 5. Note that the input o received by (B,C) (and likewise by (B’,C’)) equals the mixed state defined

by (k. (95 (s ) gy ) @ (s (s s ) o )- O
Claim 16. p5 < negl(}\).

Proof. Suppose (A, B,C) succeeds in Hybrid 5 with probability ps. We will construct (A’, B’,C’) against
the weak unclonable security of (Genyg, Encyg, Decyg) as follows:

o A’ is the same as A.

o B’ receives k as input in the challenge phase. He samples'® yg & {0,1}" and bg fori=2,...,t. Then

it runs B on input (k, (yis, bis) ) and outputs the answer.

ie[t]\[1]

18We note that this idea was also used in [CG24].
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e ('’ is defined similarly.

Note that conditioned on the event that by = (yk,x) and by = (yb,z) for all i € [t] \ [1], (A, B,C’)
perfectly imitates the view of (A, B,C) and hence succeeds with probability ps. Thus, by the security of
(Genye, Encyg, Decyg) we have 272(-Dp, < O = pg < 220" = 41-108(1/VO) < g=en < neg|(N). O

Combining Claims 11, 12, 13, 14, 15, and 16, we have showed that py < 1/2 + negl()) as desired. O

By instantiating (Genyg, Encyg, Decyg) with the construction of [BL20], we can set C' = 0.86 and thus
t = n/10. Therefore, by setting n = 10t we get the following corollary:

Corollary 2. For any t = poly()), there exists a single-decryptor encryption scheme with quantum cipher-
texts t-copy secure against identical ciphertexts (Definition 10) in the plain model.

Remark 9 (Bounded Number of Copies). Our construction is not t-copy secure against identical ciphertexts
if t is an unbounded polynomial due to a simple attack that measures each copy of the ciphertext in the
computational basis. Every measurement (except the first) will give a random linear constraint on the bits
of x, hence a linear number of copies on average suffice to solve for x entirely. Nonetheless, we can set n
accordingly for any fized polynomial t.

5.2 Unclonable Encryption with Quantum Keys

Using our ideas in Section 5.1, we construct unclonable encryption with quantum keys in the plain model.
Besides allowing the decryption key to be quantum, we do not relax the syntax of unclonable encryption. In
particular, we achieve identical-challenge security with quantum challenges.

5.2.1 Definitions

We consider a relaxation of the definitions of unclonable encryption considered by [BL20, AK21].

Definition 11 (UE with Quantum Decryption Keys). An unclonable encryption scheme with quantum
decryption keys is a triplet (Gen, Enc, Dec) of QPT algorithms with the following syntax:

e Gen(1*) on input a security parameter in unary outputs a classical encryption key ek and a quantum
decryption key |*-). We require that Gen is pseudo-deterministic.

e Enc(ek,m) on input a classical encryption key ek and a classical message m outputs a quantum cipher-

text |CT).

e Dec(|o~),|CT)) on input a quantum decryption key |*=) and a quantum ciphertext outputs a classical
message m.

See Remark 5 regarding the pseudo-determinism requirement for Gen.

Remark 10 (Asymmetric secret keys.). Note that the syntaxz above is atypical in the sense that it is a
secret-key encryption scheme with asymmetric encryption/decryption keys. The advantage of our syntaz is
that only the decryption key has to be quantum, while the encryption key can remain classical. We leave it
for future work to consider the symmetric-key variant of this primitive with quantum encryption keys.

Definition 12 (Correctness). An unclonable encryption scheme (Gen, Enc, Dec) with quantum decryption
keys is correct if for any security parameter A\ and any message m we have

(ek,| ¥ ) «Gen (1)
Prim =m : |CT)<«—Enc(ek,m) >1-— negl()\)
m/+Dec(|®),|CT))

Below we use the notation Gen” (1*) defined similarly as in Section 5.1.
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Definition 13 (Unclonable Security). An unclonable encryption scheme UEQ = (Gen, Enc, Dec) with quan-
tum decryption keys satisfies unclonable security if for any cloning adversary (A, B,C) we have

(mo,ml)%A(l/\)

Pr|bg = be = b : (ek|5)22)eGen?(1%), b<{0,1}, |CT)<—Enc(ek,ms)
pro+A(|CT))
bgB(|%")pr), be+C(|%)pc)

where pr denotes the F register of the bipartite state ppc for E € {B,C'}.

Similar to Definition 10, we can define the t-copy security of UE with quantum keys, which we formally state
below. The only difference is that the adversary will get ¢ copies of the decryption key in the verification
phase rather than a single copy.

Definition 14 (t-Copy Unclonable Security). An unclonable encryption scheme UEQ = (Gen, Enc, Dec) with
quantum decryption keys satisfies t-copy unclonable security if for any cloning adversary (A, B,C) we have

(mo,m1)<—.A(1’\)

Pr|bg = be = b : (k593 Gen® (1Y), b&{01}, [CT)+Enc(ek,my)
prc+A(|CT))
bsB(|7)®% pp),  beC(|9 )% pc)

where pr denotes the I register of the bipartite state ppc for £ € {B,C}.

5.2.2 Construction

Let (Genyg, Encyg, Decyg) with message space M C {0,1}" and D = %~ be defined as in Section 5.1.2.
We construct unclonable encryption with quantum decryption keys UEQ = (Gen, Enc, Dec) for single-bit
messages as follows:

e Gen(1?) : on input security parameter A, do the following:

Compute k < Genyg(1?),

Sample z & M,
Compute |[¢) + D,

Sample b & {0,1},
Compute |¢) = U, |¢) [b), where U, [y) |2) = |y) |(y, z) & 2).

Output the decryption key |o-)= (k,|¢)) and the encryption key ek = (&, x,g)
e Enc(ek,m) : on input ek = (k, z,b) and a message m € {0,1}, do the following:
— Compute pct < Encye(k, ).
Output CT = (pcr, b & m)

e Dec(]o~),CT) : on input |*) = (k, |¢)) and CT = (pcT,b’), compute < Decye(k, pct). Then compute
U, |¢) and measure the second register to obtain b. Output b® .
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Security. Security of this scheme can be seen to be equivalent to the security of the SDE construction in
the previous section. We give the formal details below.

Theorem 21. The construction UEQ = (Gen, Enc, Dec) above satisfies correctness and unclonable security.
Proof. Correctness is trivial to check. We show security by defining a hybrid experiment:

1. Hybrid 0.

This is the original piracy experiment defined in Definition 13. We can set mg = 0,m; = 1 since the
message-length is 1.

2. Hybrid 1. In this hybrid, we only give |CT) to A instead of (|CT),b & m). In addition, we change
the victory condition for B and C: they now each need to output b instead of m.

Let p; be the optimal winning probability of a cloning adversary in Hybrid i. Observe that Hybrid
1 is a relabeling of Hybrid 0 in the proof of Theorem 19 (i.e. the SDE security experiment), so that
p1 < 1/2+ negl(A). Thus, it suffices to show py < p;, which we do below:

Let (A, B,C) be an adversary that succeeds in Hybrid 0 with probability py. We will describe (A’, B’,(’)
which succeeds in Hybrid 1 with probability pg:

o A’ receives |[CT) from the referee. She samples a random bit b € {0, 1} and runs A on input (|CT),by).
e 3’ runs B on his input to obtain mp € {0,1}. He outputs mp @ b;.
e Similarly C’ runs C to obtain m¢ € {0,1} and outputs m¢ & b;.

By looking at the view of (A, B,C) we see that (A’, B’,C’) succeeds if and only if (A, B,C) succeeds.
O

Remark 11. Our reduction above closely follows [GZ20] who show an equivalence between single-decryptor
encryption and unclonable encryption.

Combining the proofs of Theorems 20 and 21, we get many copy unclonable security for our construction,
which we formally state below:

Theorem 22. Let ¢ > 0 be a constant and t < (logy(1/v/C)—c)n, then UEQ = (Gen, Enc, Dec) above satisfies
t-copy unclonable security.

Corollary 3. For any t = poly()\), there exists an unclonable encryption scheme with quantum decryption

keys in the plain model which is t-copy unclonable secure.(Definition 10).

5.3 Secret Sharing

Definition. Below we formally define a quantum secret sharing scheme for a single-bit message m € {0, 1},
which is secure against an eavesdropper if only classical strings are leaked from the quantum shares.

Definition 15 (2-out-of-n Classical-Leakage-Resilient Quantum Secret Sharing). Let n = poly(A). A 2-out-
of-n classical-leakage-resilient quantum secret sharing scheme is a tuple of algorithms (Share, Rec) with the
following syntax:

e Share(1*,m) takes as input a security parameter and a message m € {0,1}; it outputs a product state
[Vm) = @iy [¢L,) over registers Sy. 55, ..., S, with poly(X) qubits each.

e Rec(i,j, v 17) takes as input two indices i,j € [n] and quantum shares |%) , [7) over registers S;, 5.
It outputs a message m € {0,1}.

It satisfies the following properties:
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1. 0-Correctness: For allm € {0,1},)A € N, (i,5) € [n] X [n] we have

Pr |m < Rec(i,j, 9!, 7)) - ®|w + Share(1*,m)| > 6.

2. Perfect Secrecy: For alli € [n], we have

|1/’0><1/’0| = |1/)1><7//1‘

|w0)e5hare(1>\ 0) |w1>eShare(1>‘ 1)

3. ¢-bit ¢ Classical-Leakage-Resilience: For any quantum algorithms Leaky, ..., Leak, that output ¢
classical bits, any n-partite state p, and any distinguisher A, we have

. b +Share(1*,0) . . b1 +Share(1*,1)
’Pr [1 — Aly1,- - yn) - v Leaks (4 p1). ie[n]} Pr [1 — Aly1s- -y yn) - yriLeaks (4 pr). ie[n]} ‘ <e,

where p; is the i-th register of p.

Remark 12. Note that we consider the perfect secrecy and the classical leakage resilience properties sep-
arately. It is natural to ask if it is possible to combine the two properties into a stronger property that
guarantees security even against adversaries who in addition to receiving one of the shares, also receives as
input classical leakage on the rest of the shares. Unfortunately, this stronger property cannot be satisfied due
to a simple attack via quantum teleportation. Thus, we need to consider these two properties separately.

Remark 13. The above notion can be generalized in many ways. Firstly, for simplicity, we define the
shares to be pure states and we could consider a general notion where the shares could be entangled with each
other. Secondly, we can consider sharing schemes guaranteeing security against different adversarial access
structures.

5.3.1 Construction

We will construct the primitive above using any distribution D that satisfies (g, D?, ¢)-SSI for € = negl(\)
as well as the first bullet of Claim 6. D can be instantiated with the Haar distribution 5 for d = 24+>
by Corollary 1 and Theorem 17, and Z; can in turn be instantiated using a nt-design. We will pick
w(log \) <t < poly(A), so that the construction is efficient.

e Share(1*,m): Set d = 2**+* and D = . If m = 0, it samples nt copies of ) +— D and outputs
\1/))?1t ®...0 |’l/)>?j If m = 1, it independently samples ¢ copies of |[¢;) < D for ¢ € [n] and outputs

¢ Rec(i)j’ |SD>Sl ) ‘SDI>S].): It parses ,5’,‘ = AS}'U .. ,S,(” and ‘SI = AS';'I) .

SWAP test to the registers Sf“ and 85]‘) for k € [t]. It outputs 0 if at least |3t/4] of the SWAP tests
succeed and outputs 1 otherwise.

.S,m as t registers. It applies a

5.3.2 Correctness and Secrecy

The construction above has d-correctness for 6 > 1 — negl(\). Note that for m = 0 each SWAP test will
succeed with probability 1, so Rec will always output the correct message. If m = 1 on the other hand, each
SWAP test will succeed with probability negligibly close to 1/2, so by a Chernoff bound Rec will output 0
with only negligible probability since ¢t = w(log A).

Perfect secrecy is trivial given that each share is distributed according to D.
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5.3.3 Classical Leakage Resilience.

By Corollary 1 and Theorem 17, the total variation distance between the output distributions of any ¢-bit
leakage functions Leaky, ..., Leak, with respect to shares of m =0 and m =1 is at most

22nln3t2 n3t2
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A Additional Proofs

A.1 Proof of Simultaneous Quantum Goldreich-Levin

Below we prove Lemma 5 by repeating the proof of [AKL23] and observing that the weaker assumption is
sufficient. Quantum Goldreich-Levin was originally shown by [AC02] and later by [CLLZ21| for auxiliary
input.

Proof of Lemma 5. We can assume that the state p@o = |p,X@s| (quantum part of the input of A) is a pure
state, for the mixed state case follows by convexity. By the deferred measurement principle, we can model
B,C as unitary maps (Uf, Ug) that depend on the classical input (r,r’), each followed by a measurement.
Below, we will track the registers belonging to B(B’) and/or C(C’) with subscripts 13, C'. The resulting state
then is given by

@@@er%mwz(%wﬂWw»nvumpwbwm@+mmwvw»?WJ»A@mmmf

+ Oz |(r, x>>B

m>(7 ‘¢§:,r,r’> BC >

<T/7x>>(,' ‘¢i,r,r’>/;(jr + Y, |(r, x>>B

= |Fw,T7T’> )
where ‘¢i,r,r’> is a normalized state for j € {0,1,2,3} and ag .y, Ve, are the coefficients corresponding to
the case of A succeeding, so that we can express the assumption as
2 2. 1
E 0w+ el 25 +e
x,r,r! 2
and hence
2 2 2 2 2 2
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We now describe the extractor A’ = (B',(’, p):

o After (B',C’) receives |, ) as overall input, B’ prepares a uniform superposition over r € R and applies
the unitary Upg, where we define Ug as Ug |r) |¢) = |r) UL |p) for E € {B,C}. Then, B’ applies a Z
gate to the register storing the inner product (r,z), and applies U}; to its state. Finally, B’ measures
the register storing the random coins r in the Fourier basis and outputs the result.

e (' is defined in a similar fashion.

Next, we will analyze the evolution of the state shared by B’ and C’ step by step. Since the actions of B’
and C' commute, we can synchronously track their operations. After the first step, the state is given by

1 1
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Next, B’ and C’ each apply a Z gate to their register storing the inner product, which results in the state
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with
<Fm,r,r’a F;,r,r’> = (71)<T’w>®<rl’w> (Iax,r,r’|2 - |ﬂz,r,r’|2 - |em,r,r"2 + |7z,r,r/|2) .

Now B’ and C’ uncompute the unitary Ug ® Uc, and the state becomes

1 1 . T
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where |err, ;.,/) is a subnormalized state orthogonal to |pz) ;..

Next, B’ and C’ each apply a Quantum Fourier Transform (QFT) on their random coins, resulting in the
state

1 e
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Note that the coefficient of |z) , |z) . |¢z) equals

1
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so the probability that B’ and C’ both output z is lower bounded by
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where we applied Jensen’s inequality (due to the convexity of the square and absolute value functions) as

well as eq. (9).
O
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